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Ellevento de Quebec: |la autentica llamada de atencion.

1. Antecedente inmediato Evento Quebec, autentica “llamada de atencion” (elfevento
Carringten; 1859, 06 el evento de 1921 quedaban muy: atréas;..)

Enfieque EEUU/Canada:

- Inferme. “Queklec Disturbance”, 1989, Nerthi American Electric Reliability Corporation
(NERC)

- Posteroer Infeme: “Final repert on August, 14 2003} Blackeut in the United states
and Canada - Causes and Recommendations?,

- Y del'informe: del Northwest Power Coordinating Council (INPCC)
Document C-15 *Precedures for Selar Magnetic Disturihances Whichi Affect Electrc
Power: Systems:.

-Reciente Informe: Nerc: “Executive briefingl on Electre: magnetic pulse and
geomagnetic sterm events” de: 24 de agesto de' 2009

- Febrero de 2010;, the Northi American Electric Reliability: Corperation; (“NERC?) and
the U.S. Department of Energy: (“*DOE”) published! their repoert entitled “High-lmpact,
Low-Frequency: Event Risk torthe North American Bulk Pewer System” (“HILE
report”).

2. Distintes werkshops, encuentres, incluide el de la OTAN: “NATO. Advanced Science
Institute en Space: Sterms and! Space \Weather Hazards™ en Junie de 2000.




El inicio de |la actual estrategia de intervencion americana en 2006:
La Orden Presidencial Ejecutiva 13407 -
Public Alert and Warning System

3. En el plano legislative y de las medidas Orden Presidencial Ejecutiva 144017 de 26 de junio
de 2006—=FEMA
- Section 1. Policy. It is the policy of the United States to have an
effective,

reliable, integrated, flexible, and comprehensive system to alert and
warn the American people in situations of war, terrorist attack, natural
disaster, or other hazards to public safety and well-being (public alert
and warning system), taking appropriate account of the functions,

capabilities, and needs of the private sector and of all levels of
government in our Federal system, and to ensure that under all
conditions the President can communicate with the American people.

- Sec. 4. Reports on Implementation. Not later than 90 days after the
date of this order, the Secretary of Homeland Security shall submit to the
President, through the Assistant to the President for Homeland Security
and Counterterrorism, a plan for the implementation of this order, and
shall thereafter submit reports from time to time, and not less often than
once each year, on such implementation, together with any
recommendations the Secretary finds appropriate.




Informe Kappenman

-John Kappenman preparara para FEMA bajo la Orden
Presidencial Ejecutiva 18407 el inferme. = Vulnerabiity. or: thiel Electiic
Power Grid 1ol Severe Geomagnenc Storms = que es el gue dara
lUgar al pestenor mierme 2008 US NationalfAcademy. 6ff SCIENCes
Report onl “Severe Space \Weather Events—Understanding Societal
and Economic Impacts \Workshopr Report Committee on the Secietal
and Economic Impacts of Severe Space WWeather Events” (del que es
coguthJIr) V- gue es el gue saltara a los medies, pere Kappenman ira
mas alla.

- Parcialmente recegide ens el Infierme Metatech

“Geomagnetic Stormsiand Thelr Impacts en the U.S. Pewer Grid*
(197 paginas)

- SE preve como escenario de referencia “Reasonable worst case
scenalio” en el gue se plantea ceme escenano Uni Severo (cerrge al
alza) o1 bien; un’ escenarior extremao. Preve um escenario enterno a 4-
10'veces Quebec (Pag. 14). Si bien llega a senalar que Quebec fue
S0l0 Una X tamanoe mediory gue se han llegadoer a detectar
llamaradas; X22. lampoeco el tamano tiene gue ser lo determinante:
“Reasonahble worst case scenario” Britanico.




En ellinferme Metatech se documentan hasta 12 incidentes en centrales nucleares americanas tras la
tormenta geomagnética de Quebec: destaca Salemy Chicago, esta ultima especialmente seria, los
responsables de la central no llegaron a saber que paso. Tambiéen se deja constancia de la afiectacion
deluna central termica.
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“Solo” se habla de transformadores no de refrigeracion, ni de afectacion de sistemas electronicos por
la onda similar a EMP:

¢Cuantoes incidentes produciria algo similar entre las 196 centrales nucleares del continente eurcpeo?
2y Una tormenta con una intensidad x4' o x107.

El enfogue de cooperacion; en materia de infraestructuras criticas europeas

en| ningun; sitio: como, este queda de manifiesto, si adoptamos medidas como; las propuestas en EEUU
con nuestras 8 centrales pero Francia neilo hiace conisus 56 0 Reine Unide ne lo hace con sus 16...

Figure 2-33. Damaged transformer at the Salem Nuclear Plant.




“On April 3, 1994 a moderate intensity storm eccurred. During this
storm a GSU transformer at Zion Nuclear plant (on the eutskirts of
Chicago) failed catastrophically.

The failure was so severe that the transformer tank, containing
thoeusands off gallens af oil;, ruptured and started a major fire in the
yard at the planit, which eventually invelved controel circults and
other sensitive systems. The fire alse spread into the generator
hydregen cooled iselbus inside the plant.

I many: postmortem analyses of transformerfailures. it'is very difficult to
assess the failure cause, given unknewns about the unigue desian
Variations and uniguie operationall exposure ofi each transformer. In
particular, static electrfication was a falltre moede ol tansierers efi this
vintage, and'woeuld be unrelated te GIC exposure. Considennalthe
Unknewns and muliiple plausible failure causes, very: few definitive fialure
diagneses can e expected. Tie operator of the plant facility has resisted
therasseciation: of this ferlurerwith' tihe 0eomaanetic Stor event, eWEVer:
they had noet Been undertaking any. effort to monitor for GIC in the
transformer or at any. other Iocations in their regional transmission network.
Obsernvationsi off GIC were made at Utilities elsewhere north, south, east and
West relative: tor thelr location. The space weather conditions that
Spawned the Apnl 8, 1994 sterm were assoclated with leng-
duration and recurrent selar activity seurces. Therefore, storm
conditiens oeccurred firom early April tor mid-April. Over that same
period of time, the local utility alse experienced major GSU
transformer failures at the Braidwood nuclear plant (April 5, 1994)
and at the Powerton coal plant (Aprili 15, 1994). Again, the operator
has resisted the association of these failures with GIC, even thoughthe
timing of these events would appear to be extraordlnarlly colncidental.”




Las distintas Cemisiones del Congrese EEUU se prenuncian sobre los riesges de
un efecto EMP maliciose/ 0 una geemagnetic disturbance por eventos naturales

Report of the Commission to Assess the

TThreat to the United States from

Electromagnetic Pulse (EMP) iR
Attack Critical Nationall Infrastructures Cecromoqneti Ploe ENP) Atk
de 2008. (Y otra version previa de 2004 dende

Ya contemplana el riesgos de termeniia solar)

Uni vistazo a su Indice completor es suficiente
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The Final Report of the
Congressional Commission
on the Strategic Posture
of the United States

William ). Perry, chairman
James R. Schlesinger, vice-Chairman

Commission on the Strategic Posture of the United States

Analysis and Comments on America’s Strategic Posture

America’s Strategic Posture

The Final Report of the Congressional

In the Eyes of the Experts

in the Eyes
of the Experts

Analysis and Comments on
America’s Strategic Posture

Selected Contriburtions by the Experts
af the Congressional Commission on the

Strategic Posture of the United States

“Ihe [EMP] Commission reported that the ubiguiteus dependency. of society, on. the electrical pewWer: system

coupled with'the"EMP'S partictlar damagemechanisms, creates therpossibility offiona=term, catastrophic

CONSEQUENCES for national'SECUrity:

The Commission stated, “Should significant parts of the electrical power
Infrastructure be lost for any substantial period of time ... many peeple n

ultimately. die for |ac

K ofi the

pasic elements necessany. to susta

ety

lintlifelin d

ense urbamn and subu

rhan

the Eed

communities 2. [and]

erall Government does not today,

have sufficiently robust capabi

ities

forreliably assessinegandimanaging ENME threats.”

Howeyver, the consensus ofi the EME commission’in 2008 was that the United States need not remai

n vulnerable

to CatastrophiciconSEqUENCES of an EN P attacky and that the nationis vilnerability cantberreasonan

v reduced by,

coordinated andrfiocuSEd etfiort hEtWEE N thE private andipubliciSECtors: MhE Commitice Stated that thecost fiox

inpreved SEcUrty intthe next thiree o fiveears Wolld henedest ESpeciallWheEn compared With the costs

associatediwithrthewWar on terror and theValtie o thernationallinfiiastictitres thireatened:




Subcommittee on Emerging Threats, Cybersecurity and Science
and Technology*

En Julio de 2009 un Subcomité del Congreso “Hearing was held on Geomagnetic Storms, EMP and
Related Threats to the National' Electric Grid. The hearing took place in the U.S. House of Representatives
Committee on Homeland Security: the Subcommittee on Emerging Threats, Cybersecurity and! Science
and Technoeloegy*

Eromithe Chalinwveman’s epening statement:

“The electric grid Is fundamental te eur lives

and eur country’s existence. Without

electricity, hanks shut down. Food goes bad.
Sewage and water planits den’t function. Medicines

expire. Chaos ensues and! crime expledes. \We
simply cannot afford to lose broad sections of the
grid for days, weeks, months, or years...The
potentially devastating effects of an EMP te the grid
arewell documenited.

\/ideo de |la sesion




Abierta convergencia de comprension britanica/alemana en torno al
tipo de fenomeno V. a las consecuencias en cascada/domino

Reino Unidoe:

-Creacion del Scientific. Advisery: Group for Emergencies (SAGE) o) Grupoe de
Asesoramiento Cientificer para Emergencias (aseseramientor antes, durante:y
despues, reciente articulerde la Universidad de Cambridge

RLLRE//MAVIW. CSap. cam:.ac. Uk/news/anticle-science-emergencies/

- Incluido un Codigo de conducta del' SAGE: “ Prirciples. of Scientific Aavice
Lo) Goverment

- \Web recogida eni la: weld oficial del Gobiermoer Britanico incluyendo el
reciente articulo publicader en marzo de: 2011 por su asesor Jefe y el de
Obama en el New' York Times “Celestial Storm Warnings?”

-Sirk Jehn Beddington,, es su Presidente.

-“| raised the issue with the Cabinet Office Civil Contingencies Secretariat, arguing that it needs to
be higher up the agenda,” he'told The Times. That is happening. I've advised that this Is a
serious concern. We're moving In the next two years into the peak of the selar cycle.”There is an
analegy here with velcanic ash,” he went on. “It's a natural event which has a certain freguency.
With 20-20 hindsight;, we shoeuld have recognized the cliance of disruption from voelcanic ash,
given the freguency: ofi eruptions in Iceland; and we didn‘t. We need to: learn from that
experience, he added. “This was a natural event that wasn't expected, whichias It transpired
caused major problems. Space weather could be significantly’ more problematic, so we needi to

be prepared.”




- “HC 499 - Scientific advice and evidence in emergencies. Memorandum
submitted by the Gevernment Office for Science and the Cabinet Office (SAGE 00)”
Informe PDE de 275 paginas gue recoge documentos y comparecencias del propio
Beddington y distintes miembros del SAGE ante una Comision del Parlamento
Britanicos sobre losi riesgos del clima espacial vy otros 3 escenarios mas destacades.
Plantean 4 Worst case scenarnio en; tormoe a4 distintes tipes de rnesges que: priorizan.

-[as “yellow pages:” de'Beddington.

- El' reasonable worst case scenario) de clima espacial no tiene gue llegar a ser un
“Evento Carringten”: una severe storm de |as gue se llega a sestener que ha habide
en torno a 30 enilos ultimoes, 150 anos. Paradigmaticamente una tipe 1921 ya seria
paradigmatica; o Una rapida sucesion siempre dependienderde adicionales
circunstancias;

- El enfogue aleman partira igualmente de un enfegue multiescenario con sendes
Informes,; de los efiectos de un repentine corte delfsuministre electrico perduralle, sea
POI evento naturall e poer atague terrerista. Informe: SIMKRITF del Instituto para la
Jiecnologia de la Universidadi de Karlsruhe




(SIMKRIT, Simulation Kritischer Infrastrukturen fir das krisenmanagement). Idéntico incapie de la
interdependencia de la industria nuclear y quimica del resto de factores, y los derechos y seguridad de
las personas.
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Paralelismo con el enfogue americano: multiescenarior 0 ESCenario en cascada
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- Version resumida (Kurzfassung) del informe de Proteccion Civil Alemana (Bundesamt ftir
Bevolkerungsschutz undi Katastrophenhilfe ,BBK) “Krisenmanagement beil einer
grof3flachigen Unterbrechung der Stromversergung am Beispiel Baden-Wurttemberg”

3 opticas temporales de colapso desde las gue lo analizan, todo:

-Interrupcion generalizada del suministro y: afectacion de

infraestructuras 8 horas

Krigenma
Stromayustall

ik -Interrupcion generalizada del suministro y afectacion de
infraestructuras 8-24 horas.

-Interrupcion generalizada del suministrioy afectacion de _
infraestructuras por un peredo de tiempo indetermiando sUperior a
las 24 horas.

- Se va analizando distintes sectores. Se preve el fallorde bombeo de agua potable a les hogares
entre las 8y las 24, |a afectacion de la cperatividad de: los senvicios de emergencia desde el
principio, de los senvicios medicos (( 2- “Auswirkungen auf das Gesundheitswesen™, pag. 15) en
especial en esto Ultimo se detalla desde el fallo dela maguinaria de' pronostico a la de
tratamiento: (centres de dialisis), de refrigeracion (rotura de la cadena de frio de las vacunas),
situacion de les enfermos internades en psiguiatrices... a refinerias y transporte (“4.Auswirkungen
von Streomaustallen;auf’ die Trelbstofiversergung”, con cuestiones como; la impesibilidad de
valerse de grandes depositos sino se cuenta con bombasi de emergencia con suministro
Independiente: para bembear elf combustilble);

- Respecto de la cuestion de las aguas residuales para uni escenario de mas de 24 hoeras se preve
expresamente la inundacion de algunas calles y pases SUBLErFANERS EN CENIOS Urbanes por:
accion del desherdamiento de las aguas fecales (“Uberflutung tiefi gelegener Stralken und
Unterfihrungen), taponamiento general de las canalizaciones'y riesqei sanitario de propagacion
de enfermedades (pag. 19).

Se reconoce la caida inmediata (“sofortiger”) del funcionamiento de las estaciones de movil ne
aseguradas ya en el escenario A, asi como de routers, modems... (pag 23). Y eniespecial el
tiempo adicional de al menos 4 o 5 dias mas gue costaria reestablecer todo ello aun si a las 24
horas se reestableciese el suministro electrico.




Consideraciones en torno a los planes de alarma y movilizacion de Proteccion Civil de
Alemania en caso de corte duradero de suministro electrico

V-B MafBnahmenbasshrelbungen fir Behérden
W-B-2 Alarmierung der Einsatzkrifte ohne Strom

V-B-2 Alarmierung der Einsatzkréfte ohne Strom

1. Alarmierungspldane

MaBnahme

Erlduterung

Prifung, ob die Alarmierung der Ein-
satzkrafte auch bei einem Stromausfall
gesichert ist

Solite dies nicht gewdhrlzistet sein, Umsstzung der
folgenden und ggf. weiterer aufgrund der Grilichen
Gegebenheiten notwendiger MaBnahmen.

Alarm- und Einsatzpldne auch in
Papierform

Miglicherweise funktionisren die PCs und die
Alarmgeber in der Feuerwehreinsatzzentrale nicht
{hier auf jeden Fall auBer Batteriepufierung auch
Fremdeinspeisung vorsehen).

2. Alternative Alarmierungswege

MaBnahme

Erlduterung

Vorrat an analogen Telefonen anlegan

Alarmierung ist iber analogs Telefons in der
maglich, weann der Angerufena avch ein analoges
Teleton hat,

Einsatz von Lautsprecherwagen, Hand-
sirenen und Megaphonen planen

Alternativen zur Alarmierung Uber stromabhingige
Sirenen oder Funkmeldeempfinger.

Priifen, ob Alarmigrung der jeweiligen
Einsatzkriifte im Schnallballsystems
Selbstalarmiarung sinnvoll ist

Ggt, Melder benennen, falls alarmiant wesden muss
und dis Kemmunikationsnatze bereits ausgafallan
sind.

Abholen der Einsatzikréfte an ihren
Wohnungen oder Arbeitstellen
einplanen

Dar Offentliche Personen-Mahverkehr und der
Strafierwverkehr sind durch den Stremausfall stark
eingeschrdnkt, so dass die individualle Mobilitét
erheblich vermindert ist.

Priifen, ob die Festlegung einer Selbst-
alarmiarung fir die Einsatzkréfte sinn-
voll ist

Ggt. festlegen, dass sich ab einem 30-minditigen
Stromaustall, dis Einsatzkréfte unaufgefordert 2. 8.
zum Feuerwehrhaus begeben.

Krsenmanagement Stromausfall — Planungshiffen




Paralelo proyecto aleman GRASB, ensu segundo
anos de realizacion, “Foerschungsprojekt GRASB
ZUr Sicherung ader Versorgung der Bevolkerng
mit Strom

Y aguitse puede descargar un completo PIDE con
toda la info, explicando)la participacion; de
AClLOres privacos;, etc.




- Enfogue militar/de seguridad nacional por parte de la Luftwaffe alemana (Ejército del aire) de las
posibles amenazas derivadas del Clima Espacial, y la necesidad de adoptar medidas logjsticas
especificas gue garanticen la capacidad de comunicacion; del ejército.

http://swww:lUftwarfe.de/portal/a/lufitwaiie/kexml/04._ Sj9SPykssyOxPLMnaMzOvMOY. QjzKLENzKId dxB8IB2E70-pEw0aCUNVH LV~
PLNXU- QD9gtylckdHRUUAIGAXIQ!!/delta/base64xml/L2dJQSEVUULIBQSB8OSVVELZZIMBIROXHRZyW. contentURL=%62F01DB060000000001
U62EW2BEKHNNAL26IINFODEY2Fcontent:jsp

Weltraumnutzung durch die Streitkrafte

Unterstutzungs- und Durchhaltefahigkeit Naﬁhrichtengewmnungﬂ;
- Navigation, Positionierung/ Timing Aufklarung
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El analisis aleman de la situacion de los internos hospitalizados pone de manifiesto la cuestion
paralela de los presoes enilos centros penitenciarios (Orden; publico fugas masivas/responsabilidad
legal del Estado poer su confinamiento cons alimentes y adecuados cuidades, ¢c0mo?)

- JJomar. en consideracion adaptacion situacion masificada de partida, necesidad de revision; de
medidas de seguridad, protocoles, suministros, mecanismos de comunicacion y: peticion de refuerzos.

\Viernes, 14 de Agoestor de 20009.

CSI-F denuncia gue la prision de Fontcalent estuve ayer cinco horas sin
suministro electrico

El sindicato CSI-E ha denunciadergue: el Centro Penitenciaro de' Fontealent (Alicante)
sulrior ayer el apagoni de tedos sus sistemas electricos asii como) la caida de las lineas
telefonicas; lorque provoco un fallo de seguridad gue: poedia lialker ocasionade graves
incidencias. La CentraliSindicali Independiente y de Funcienarios (CSI-F)
iesponsabiliza’a la Direccion: del centrol penitenciario) de falta de prevision ya gue no
tomo ninguna clase de medidas, preventivas para impedir uniagujeros en lasseguridad
del centro gue puse en peligre a los funcionaries. Durante mas de cince heras, V:no
POK pPrimera Vez esta semana, ent la carcel de’Alicante no filncionaban las puertas
automadticas, camaras de sequridad, teléfonos nitcualguier tipe de mecanismo
eléctrico. Esto supone que habia acceso desde ell patio’ central de la’ carcel hasta la
calle a través de Unas puertas gue se pueden abrir manualmente al ne haber
suministro eléctrico. El sindicatol CSI-F lamenta guella direccioni del centror no tomara
ninguna medida adicional de seguridad el mismo: dia eni ellgue se habja previsto, el
traslado delf presunterasesine de otro recluse, hechor ecurrderelipasado deminge 9
de agosto. El sindicato afiima que: gracias al'esfituerzo de lesi funcionanes, se han
evitado situacienes, graves en Fentcalent como |0s  ocurridos recientemente.




SUMMARY
REPORT

ELECTRIC INFRASTRUCTURE
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Aparece un nueve actor erientado a
la. cooperacion Internaconall con las
“Naciones amigas*: Londres

PdiSUpernivencia nacienes: Paramento
Britanico

EINEIS Councll (Electrc Infrastructure: SEcUriby,
Coeuncil) noeres estatal, pere; esta fienmado; per

congresistas, autoridades; etc, V. Se able
participacion, expresamente a agentes; estatales.

Via Infiermall, agilizadora, de Cooperacion
Internacional?

nttp://Www.empcoalition. org/images/upload/me
dia/EISS%20Brechure 3.pdf




“Reasonable worst case scenario” al gue dirigir las medidas
La tormenta soelar G4 que ya sucedio: El simulacro de cooperacion atlantica NOAA-FEMA-
Red centres regionales  ESIS- Comision Eurepea y: la Direccion Generall de Proteccion Civil

*

A Workshop on Managing Critical
Disasters in the Transatlantic Domain—

The Case of a Geomagnetic Storm

February 23-24, 2010
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Asi se preve el escenario multicatastrofico “tormenta solar” con vasta afectacion de EEUU-Canada y
Eurepa.

DETECTION

Intense Radiation Storm
+ 55 Alert issued

Powaearful selar flare erupts

Verylarge, complex sunspot emernges| = A5 Radio Blackout Alert issued
*Solar activity Forecast: High - 54 Radiation Storm Warning issued Extreme Geomagnetic Storm
= Probability of R4 avents: B0% - G5 Geomagnetic Storm Watch issued + G5 Warning and Alerts issued
- [onset expected in 24 hours) {54-G5 lavals expecled for 24 hrs)

25 Feb 26 Feb IE? Feb I

Many R1-R3 events (flares) occur through 24 Feb

| | | | |
120 Feb 121Feb 122 Feb 123 Feb 124 Feb

i b e eren "

* Communication outages (HF & Satcom)
+GPS errors and loss of lock *Many Satellites damaged *Widespread communication outage
+ Radar systems degraded * Aircraft rerouted — no polar +GPS degradation

(impacts are short-lived: minutes to air traffic {1-2 days)

hours) * Communications severaly

degraded




Varias de las contundentes conclusiones Y recomendaciones a los Estades tras
el simulacre soni desatendidas, en particular:

1- “space weather education for government leaders.However, one participant reminded the group
that in both the U.S. and EU, leaders and theirstaffs change frequently through the electoral process.
Therefore, the participants suggested thedevelopment of educational mechanisms that leaders and
staffers can access when they arrive in office”. Pag. 15

2-Enhancing Education and Public Messaging on Space Weather Incidents
Recommendations (Pag. 15-16)

-Workshop participantsiagreed that the public alse reguires education oni space: weather, with
particular fecus on the educationsof children, a method that has often shown promising| results.

-1t Is recommended that agencies utilize' government education programs suchias Ready.gov, the U.S.

Citizen' Corps, the Swedishiwwwiw.Skyddsnatet.se as Welllas'equivalent European programs. and other:
community preparedness initiatives to inform the public and other secietal stakeholders about the
potential impacts 6f space weather, and provide tips on how. tol prepare for, protect against, respond
t0, and recover from the effects by developinal family andlcommunity’ disaster plans with an emphasis
oni preparedness. This can alse invelve providing resources such as web site links and contact
information to the public, sorthat they may: conduct further research onftheir owny, ifi desired.

- it Is recommendedithat information released' to the public focuses on mitigating the effects of
geomaanetic storms, rather than on what causes these storms.

- ltis recommended that a centralizedigevernment poeint ofi contact for media and public inguiries be
i pIAcE for space Weathersrelated issues: This point of contact can encourage andlfacilitaie
communication; with: the' private Sector on space weather issues, contingency plans, and recovery
precedures.

Sociallmedia, such as Eaceboeok and Twitter, should lhe employed alonawith videes and podcasts on
Government Web' sites'toreducate the public on space weather and its impacts.

Effective communication and messading to the public during and post-incident is equally important.
The participants identified several opportunities for emergency. manaders and localland national
leaders to enhance public communication durinola geomaagnetic storm.




Paradojicamente mientras los Estados permanecen al margen de esta
recomendacion respecto el clima espacial, incluse Reine Unide, hace apenas
3 meses, el 21 de diciembre de 2010, acaba de ser aprobado un RUEVo
documento Imarco eUrepeo respecto la prevision y: gestion de emergencias
por les Estades miembro en la UE: “Staffi Working Paper on Risk
Assessment and Mapping Guidelines for Disaster Managemenit?’:

“(_..) Draft risk assessments; should lhe widely consulted with stakehoelders
[U]and interestied parties, including central andf regienal levels of
government and speuahsed departments. (C..)[u]Moereover, extensive public
Infermation on e pProcess and outcomes ofi nskiassessments will be
necessany 1o lead tor a better Understanding of: the risks and to enable all
stakehoelders and the aeneral public to bECOME More endaded in EMErGENCY.
planning. preparedness and response. ()

The fiellowing actiens; shieuld accempany: national risk assessments:
- Publication of petential risk scenares te inform the populatien anout the

goVvernment's preparateny/ measures for emerdencies and tor provide: advice
on how! the' generall public could he hetter prepared;

- |nfernmatien terstakehnolders and the aeneral public en the: particular rHsks
they face, threugh fier Instance the disseminatien off hazard maps;

- Cooperation With tne private sector Where: their risk’ assessments
complement the efiforts of public authornties.




En esto insistirian, adicionalmente, los asesores cientificos de Obama vy del Ministre David

Cameron (Holdren-Beddington) en el ya comentado articuloren el New: York Times de hace un par
de semanas:

“Some ofi these measures can hear fruit quickly,
While ethers will pay. efif eVer the: longer-termm.
What Is key new! Is te Idenitify, test, and
PEegIn te depley the Best array, o
pProetective measures practicanie; In
parallel with reachiing eut te the public

With afiermation explaining the: risks and
the remedies. There s commitment on
poth sides of the Atlantic to doing exactly/
that.”




Cooperacion internacienal y: otres
ACLOrES) ECONOMICOS

|nforme de Zurich.

Solar Storms: Protecting Your Operations Against the Sun's '‘Dark Side'
A.V. Riswadkar and Buddy Dobbins Zurich Services Corporation

Risk Engineering

4/08/2010

Progiama internacienal. Viviendo cen Una estrella

Infierme menegraiico de la aseguradera Llieyds de enere
de 2011: |as tormentas solares cemo une de 1os; 3
gIiaNGES [esges EMErgentes) palie este: ano.

Infierme OCDE | “Euture Glohal Risks?”
Inferme OCDE |1 “Geemagnetic Sterm?




Infierme OCDE Il “Geomagnetic Storm? abunda en el
caracter multiescenarios:

“Iihe less) off electricity could cause mass transit anad
pPassengel ralli systems 1o fiall and traffic signals torstep
WOKKING, boethl situatiens Where accidents could ensue.
Ihe 1ess el refrigeration could affiect these Wiho rely: 6n
medications that must ve' kept cold. Water shortages
due te the failure of electrical pumps: te convey. the

Water eI pewer: therpurficatien plants; could alserlead to
acute exposure te toxicants or disease. Eirefighters
Wouldnoet have access to water to put out fires and
nospitals would net have access 1o Water toe take care of
at-risk patients. lin each case, NeWeVer, other
CIFcUMSTEances heyond a geomagnetic event are
necessary to lead to injury, iliness, or death. Pag. 24.




Figure 7. First and Second QOrder Critical Infrastructure Disruptions

F—First Order Sector Disruptions

— Second Order Disruption (During the Storm)
Second Order Disruption ( After 1 Week)

\L’Scmmll Order Disruption (After 1 Month)

Disruption Severity

B Indicates wide-sprea d outage
[] Imdicateslocalized outage

[[] Indicates wide-spread degradation

L "
—awe e g RIEATIONS = ! . . .
?qugﬁ,_,_.,,_.--—— - [] Indicateslocalized degradation

Source: original to this document




Figure 3. Responsibilities for Geomagnetic Storm Risk Management Based on Relative
Probability and Geographic Range of the Estimated Effects

Probability of _' Severity of
Occurrence [ Storm

High - nd Minor

Medium

Extreme

Local Regional Global

Geographic Range of Effects

Source: original to this document




Enilos tltimos 150 afnios hemoes tenido 9 tormentas magneticas superiores a la de 1989 (quebec). Inferme OCDE.

Most Intense Geomagnetic Storms Since 1932

1940 15950 1970 1980 1990 2000

Geamagnetic Ap lndex




Table 2.  Estimated Frequencies for Geomagnetic Storms of Different Magnitudes

Strength of the Storm
Frequency

(nanoTesla)

>100 4.6 per year

>200 9.4 per 10 years

> 400 9.73 per 100 years

> 800 2.86 per 1,000 years

>1,600 /.41 per 1,000,000

Source: Love and Gannon (2009)




Primera ley americana aprobada en primera instancia en;la Camara Baja

Text of HR 5026 as approved: by the House and excerpts of the floor debate from the
Congressionall Record. GRID RELIABILITY AND: INFRASTRUCTURE DEFENSE ACT —
(House of Representatives - June 09, 2010)

Crea Comite
-Da 12/ meses a actores; publicos; proteger:

-Da 12 meses, a operadores privades para cumplir con determinadas; ebligaciones en materia de
recambios

Puede obligar con ordenes ejecutivas tras 12 meses

SEC. 2. AMENDMENT TO THE FEDERAL POWER ACT.
(a) Criticall Electric Infrastructure Security.--Pait 11i off the Federall Pewer Act (16 U.S.C. 824 et

Seq.) Isiamended by adding after section 215 the follewing new: section:
~ SEC. 215A. CRITICAL ELECTRIC INFRASTRUCTURE SECURITY.

- (4) GEOMAGNETIC STORMS.--Not later than 1 year after the date of enactment of this section,
the: Commission shall, after notice and' an cpportunity: for comment and' after consultation; with
the: Secretary' and other appropriate Federal agencies, I1ssue an order directing the Electric
Relialility’ Organization; toe submit te the Commission| for approval under section 215, not later
than 1 year after the issuance off suchi erder, reliability standards;adeguate to protect the bulk-
POWEr system from: any. reasonably foreseeable gecmagnetic storm event. The Commission's
order shall specify: the nature andimagnitude of the reasenably fereseeable events against which
such standards must protect. Such; standards shall appropriately balance the risks to the bulk-
POWer system associated withi such events, including any regional vamation insuch risks, and the
costs of mitigating such risks.




~ (5) LARGE TRANSFORMER AVAILABILITY.--Not later thani 1 year
after the date of enactment of this section, the Commission shall,
after notice and an epportunity for cemment and after consultation
WIth the Secretary and other appropriate’ Eederall agencies, Issue an
order directing the Electric Relialbility: Organization te submit te the
Cemmissioni for appreval under sectien 215, net later than 1 year
after the issuance: off suchr erder, relianility: standards adaressing
availanility of large transfermers. Suchi standards shall require
entities that ewni or eperate large: transfermers e ensure,
ndividuallysoer jeimily, adeguate: availability: of large transtermers e
premptly’ restore the reliable operation: of the: bulk-pewer: systemiin
the event that any: such transtormer Is destroyed ol disabled as a

result off a reasenably fereseeable physical or other attack ol
geomagnetic storm event. The Commissionrs order shall specify. the
nature and magnitude of the reasenably: fiereseeabler attacks: or
events that shall previde the basis fier such standards. Such
stanadards shall--




(2) COMMISSION AUTTHORITY.--IT the Commission identifies a
defense critical electric infrastructure vulnerability that the
Cemmission,, 1N consultation with owners and operators; ofi any.
facility: or fiacilities designated by the President pursuant to
paragraphi (1), determines: has not adeguately: beeni addressed
threugh measures: undertaken by, OWNRErs Or Operators: of defense
criticall electric infirastructure, the Commission shall; after notice and
an oppertunity for comment and' akterr censultation with: the
Secretary and other appropriate Federal agencies, promulgate a rule
QI ISsUEe an erder requinng Implementation;, by’ any oWner or
operator off defense chtical electric imfirastructure, off measures te
protect the defense critical electric infrastructure against such
vulnerability. Tihe Commission shall exempt firen any: suchi rule: or
order any specific defense critical electric infrastructure that the
Cemmission; determines already’ has been adeguately: protected
against the identified vulnerability. The Commission shall makerany,
such determination In consultation Withi the eWnelr: or Operator: ofi
the facility designated by the President pursuant to paragraph (1)
that relies upoen such defense criticall electric ifirastructure.




Comparativa de modificaciones operadas:

Senador Bartlett : Bill Amended to Delete Threat to Electric Grid
During Eederal Governmenit Alert ofi Selar Storm

Congressman Rescee Bartlett said, “It Is unfertunate that while
ene part of the federal government Was Warning us ei pessible
solar electromagnetic pulse (EMP) damage to our electric grid, a
key Senate Committee appreved a bill torignere this threat. 1t's
particularly ironic since the Senate amended a bill;, H.R. 5026,
approeved unanimoeusly by the House that would specifically.
protect the gridiagainst selar EMP and ether physicall threats.”

()

Agui su discursel integre durante: su aprekhacion: inicial en el Congreso Junio.




egunda ley: americana presentada para su tramitacion el 11
de 2011
Secure High-veltage Infrastructure fior Electricity from Lethall Damage Act’ or the

“SHIELD Act'

~(c) Measures; Tio Address Grid Security Vulnerabilities-

(1) COMMISSION AUTHORITY- If the Commission,, in consultation with appropriate Federal agencies, identifies a grid
security vulnerability that the. Commission determines has not adequately been;addressed| throughi a reliability.
standard developed and approved| Under section 215, therCommission; shall, after notice andl epportunity for
comment and after consultation with the Secretary, other appropriate Federal agencies, and appropriate
governmentallauthorities'in Canada and Mexico, promulgate a rule or issue an order requiring implementation, by
any: OWNEer, Gperatoyr, or user of the bulk-power: system in the United States, ofi measures to protect the bulk-
power systemjagainst such vulnerability. Any: such rule or order shall include a protection plan, imcluding
autemated hardware-lhased solutions. Before promulgating a rule er issuing an erxder under this paragraph, the
Commissions shall;, to the extent practicable in light ofithe trgency: of the need for action te address the grid
secunity vulnerability, reguest and consider recommendations friom the Electric Reliability’ Organization| regarding
such rule or order.” The Commission may: establishian appropriate deadline for the submission; of such
recommendations.

~(2) RESCISSION- The' Commission shall' approve a reliability: standard developed under section 215 that
addresses a grid security vulnerability that 1s the subject of a rule or erder under paragraph (1), unless the
Commission determines that suchi reliability standard does net adeguately’ protect against such vulnerability orx
otherwise does not satisfy the reguirements of section 215. Upon such;approval, the: Commission shall rescind! the
rule promulgated or order issued under paragraph (1) addressing suchi vulnerability, effective upon the effective
date of the newly: approved reliability: standard.

~(3) GEOMAGNETIC STIORMS ANDIELECTROMAGNETIC PULSE- Not later than 6! months after the date of
enactment of this section,, the Commission shall, after notice and am opportunity: for comment and! after
consultation withi the: Secretany andl other appropriate Federal agencies, 1ssue an order directing the Electric
Reliability: Organization| torsubmit torthe Commission for approval under section 215; net later than 6 menths after
the'issuance ofi such order, reliability’ standards adeguate to protect the: bulk-power system fiom any: reasenably,
foreseeable geomagnetic storm, or electromagnetic pulse event. The Commission's erder shall specity’ the nature
and magnitude: of the reasenably foreseeable’events against which such standards must protect. Suchi standards
shall' appropriately balance the risks to the bulk-power system associated with such events, including any regional
variation; inisuch risks, and the costs of mitigating such risks. If the Commission determines that the' reliability
standards submitted by the Electric Reliability Organization pursuant tos this paragraphs are inadeguate, the
Commission shalll promulgate a rule or issue an order adeguate to protect the bulk-pewer system from
geomagnetic storms or electromagnetic pulse as required under paragraph (1).




~(4) LARGE TRANSFORMER AVAILABILITY- Not later than 1 year after the date of enactment of this
section, the Commission shall, after notice andi an epportunity for comment andl after consultation
with the Secretary and other appropriate Federal agencies, issue an order directing the Electric
Reliability: Organization to submit to the Commission for approval under section 215, not later
than 1 year after the issuance of suchi order, reliability: standards addressing availability: ofi large
transformers. Such: standards shall reguire entities that ewn or operate large transformers, to
ensure, individually: or joeintly, adeguate availability’ off large transformers; to prompily: restore the
reliable operation ofi the bulk-pewer system In the event that any such transfermer is destroyed
or disabled! as a result of' a geomagnetic storm event or' electromagnetic pulse event. The
Commission's erder shall specify the nature and magnitude ofi the reasonably: foreseeable events
that shalll previde the basis fier suchi standards. Suchistandards shall--
" (A) provide entities subject to the standards with the option of meeting| such; standards
individuallyor jemtly; and

~ (B) appropriately balance therisks associatediwith a reasenably foreseeable event, includingany

reglopal variation ini such' risks, and the costs ol ensuring adeguate availability’ of spare
transfermers.

(..)

~(2) COMMISSION AUTHORITY- I the Commission: identifies a defense: critical electric
Infrastructure vulnerability that the: Commission, Ini consultation Withi eWners and eperators of any
facility or facilities designated by the President pursuant to paragraph (1), determines has not
adeguately been addressed threugh measures undertaken by oWRers or operators of defense
critical electric infrastructure, the Commission shall; after netice and ani eppoertunity fer comment
and aiters consultation with' the: Secretary. and other apprepriate Federal agencies, promulgate: a
rule or Issue an order reguiring implementation, by any GWREr: or operator of defense critical
electric infrastructure, ofi measures to protect the defense critical electric infrastructure agaimst
such vulnerability. The Commission shall exempt from any such rule or erder any: specific’defense
crical electrc infrastructure that the Commission determines; already’ has been adeguately,
protected against the identified vulnerability. The Commission; shall make any: such determination
In consultation withi the ewner or operator ofi the facility. designated by the President pursuant to
paragraph (1) that relies upon such defense critical electric infrastructure.

~(8) COST RECOVERY- An owner: or operator of defense critical electric infrastructure shall be
required to take measures under paragraph (2) only toi the extent that the owners or eperators of
a facility’ or facilities designated by the President pursuant tor paragraph (1) that rely upen such
Infrastructure agree to bear the full incrementall costs of compliance with a rule promulgated! or
order issued under paragraphi (2).




Solar pulses® threats te power grid prempt legisiation

()

The billlmakes the eminous case that “contemporary U.S. society Is not structured, nor does; it
have the means, to provide for the needs of nearly 300 million Americans without electricity.*
The legislation, which| also addresses the threat of such a pulse event set ofi by terrorists, would
require large-transformer operators, tor have available replacements “to promptly: restore the
reliabble eperation| of the bulk-pewer system.

Beyond the loss off pewer, grid failure could have anether sebering| consequence: the release of
deadly radiation. Themas Popik and his coelleagues at the New Hampshire-hased Foundation for
Resilient Secieties say Iii the country's 104 nuclear power plants; lost connection to the power grid,
cooling pools in whichi spent fuell rods are storedl could boill over, exposing the hot, zirconium-clad
reds and sparking fires that woeuld' release: radiation.

Nuclear power plants are reguired te have bhack-up alternatives, suchias diesel generators, and to
e able tor operate their safety systems ofii the  grid for at least 30 days.

That's not long enough, Pepik says. IHe and therfoundation filed a petition with the Nuclear
Regulatery: Commission earlier this month prepesing regulations that weuld require backujp safety.
precedures so spent fuels could operate unattended until grid pewer was restored.

A report last Octeber from the Oak Ridge National LLaboratory: in Tennessee suggested excess
heat firem surging currents; causedf oy selar flares could damage high-veltage transtormers and
Bring down the grid east of the Mississipplland: in the Pacific Northwest. Replacing the
transfiormers; could take up te two years.

“lilarge: transfiermers;were to become damaged,, the major cities would become uninhabitable
and the United States would not e able to support its current population,™ Popik said last week.

o




El sistema Eurepeo derivade de la Directiva- La ley espafoela 16 marzo 2011

Directiva 2008/114, del Consejo, de 8 de
diciembre, sobre la identificacion y designacion
de Infraestructuras Criticas Europeas y la
evaluacion de la necesidad de mejorar su
proteccion (en adelante, Directiva 2008/114/CE)

Proyecto de Ley por la que se establecen
medidas para la proteccion de las
Infraestructuras criticas. 16 de marzo de
2011 Aprobhaada.




Il. Sintesis de la estructura del enfogue y medidas ante el
riesgo natural “tormenta solar”, segun lo ya expuesto.

Escase grado de atencion| prierizacion de esta cuestion por parte de
AUMEreSeSs palses desarollades.
Incluso cuandoel se presta atencion; tode;eller se suele prierizar el

monitoerizaje; con Una paradojica falta de desarrollorde gue Yy como
hacer a partir de la deteccion| (paradojico Canada).

Ausencia derun enfegue multidisciplinar gue: aboerde a les distintes
sectores Implicados (excepcion el nueve Consejor Cientifice) Asesor
britanico especifico en caso de emergencia y el gue acaba de: crear-
refiermar;, a medo de aseseramiente presidencial, el Presidente
Obama Onrden Presidencial Ejecuiiva.

Irrimpe eni escena la paralela consideracion de efectos ENMP
malicieses) frute de guerra o atague: terrorista.




I11. Avance de conclusienes para um nueva estrategia espanola
por armar ante los riesgos naturales del clima espacial.

1. Estructura nacionall integrada. Multidisciplinar. Pero  integrar/coordinar también agentes
privados/Estatales (autonomices)/coeperacion internacionall (nueva ley-Directiva Eurepea obliga a
operadores criticos)-Actual Centro de Infraestiucturas Criticas de la nueva ley espaniola.

2. Triple ebjetivo:
- Penmanente monitorizaje clima espacial (red ISES#nueve) sistema Warning| EUrepeo)

- Coordinacion e impulso de: la implementacion medias prevencion (Similar a'las Comision de;la
Defense Act de EEUU, con tales funciones)

a)l Centrales Nucleares, Plantas Quimicas.

1) Hospitales (atencion a la refrigeracion de vacunas, rotura de la cadena de fiio).
Pacientes internos (Inferme Proteccion Civil Alemania)

¢) Prisienes

d) Comunicacion y. eperatividad senvicios de emergencia/lbemberes y: orden
publice/seguridad nacienal

e) hombas de emergencia para hombeo de combustible

1) Alcantarillado (jprevision Proteccion Civil Alemana colapse de alcantarillados y,
expresamente: para Proteccion Civilide Alemania, salida de: aguasi fecalesia superficie: en las|
primeras 24 hoeras, corte de algunasi calles bajasy pasos a nivel, inicio de riesgo de epidemias)

1) Falle casi inmediato (“sofortiges” de comunicaciones

g) Falledentroe de las primeras, 8 horas, generalizado, de los sistemas de agua corriente a
domicilio

) Comision EMP de los EEUU: sector financiero, dates fiscales

g) Comision EMP' de los EEUU: falloi de los vehiculeside transporte.




- Coordinacion medidas de alerta temprana inmediata a al conjunto de
operadores, criticos privades, autoridades locales y autonomicas; ejercito y
fuerzas de seguridad

3. Infermacion y educacion clara y efiectiva a la peblacion: civil enrles; resgoes
denvades del clima espacial V. las buenas practicas; individuales, familiares,
comunitarias (pagina web oficiall, etc). Infermacion; temprana a; la
cludadania (suscripcion de corree) electronico, aviso: pox sms; telefonico
cOmo eni Japon, telefoner de atencion, uso de redes sociales siguiendo
recomendaciones de Boulder, etc)

4. Impulse de mecanismos oficiales o “extraoficiales”, ambos, de
Cooperacion intermacional UE-EEUU/EIS Council/ONU/Niviende con' una
Estrella. Muy: en particular impulsar la implementacion), con Urgencia, de
medidas de coeperacion en el marco de las medidas; previstas por la
Directiva Eurepea de Infraestructuias criticas en matemna Nuclear.

5. Creacion de Un organismer especifice cientificory: multidisciplinar de
aseseramientor a las auterdades. RParalelafuncion de infermacion:y.
fermacion.
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A James Cameron film? No, just Va. preparing fior selar
storms

The National Oceanic and Atmespheric Administration Is providing
packground for a webinai on March 17 and awoerkshep inl Richmond
on March 28 abeut ejections of the solaif corona. The tramimnawill e

part of this year's Virginia: Emergency Response: Tean EXercises, an
annual mandate from the General Assembly for the state to examine

IESPONSES| 1o a Widespread power outage. It's one of aneut S0
trainingl events each year.

(..)




Pag 88,

Hewever, the flare that was suspected of
triggering the March 13, 1989 superstorm was
only in the mid range ofi the X class, and noit clese
to the most energetic evenis obsenved,What is

more relevant Is the locatien of the eruption on the selar
disk and the resulting CMES) prokable connection to the
Earth. In particular. the large X223 flake evenit of
Apnil 2, 2001, whiler =30 times larger than the
Viarch 8orilare, was lecated at the far west limis of
the Sun, and the resulting CME ejecta was not
Eartih-directed and only. provided a small glancing
plow upen arrval at the Earth.




Lubchenko

JAVAS
Washingten.




El Partido Republicano de los EEUU tiene un Comité de Estudio que

esta analizando

esta amenaza dentro de las amenazas contra la
seguridad nacional ¢el PP o el PSOE tienen algun grupo de trabajo sobre esto?.
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Sintesis de' recomendaciones

Simulacre atiantico de termenta selar:
Comision EENOAA: dar infe * ormacion a

|2 90
SOCcla
(face
[IAcIdl
Obama y ell del Gebierno britanico.

placion;, se: llega utilizar usar redes
es para acerncarse al publice

P00eK + twiter). En ello) velverania
I el asesor clentifico de Barack




Anexo Documental al Informe

d-Inferme deila Acadenia der Ciencias Americanas) para [a NASA.
Severe Space Weather Events--Understanding SocietallandEconomic Impacts:
A Woerkshop Report

2= Infierme aseguradora LLOYDE si (Uno) de Ies thes mayorestriesgos;emergentes pana 2044, incluidoruniinguietante capitulorsebre riesges de radiacion
“on| the ground®)

3-Informe aseguradoera Zurich

4-|nforme OCDE I (Informe “Euture Glohal Shocks?)

5-lnforme OCBE I (Informe monegafico “Geaomagnetic: Storm)
6-LLey americana |

7-LLeyramericane Il (centrales; nucleares)

19-Black out final report (Apagon de Canada der1989)

8- Infierme ENMP/GMDr(Natural Geomagnetic: Disturhance)

O Inferme del Banco Federal derAtlanta sehrellas reperclsionesi economicas (efectos) psicologicos)
10- Eore empresas; tormental selar:

11-Inferme: Proteccion CivilfAlemania

12-Trabajos de la Luftwaffe Alemana

13-Trabajos del Parlamentor Eurepeo (preguntast I, Iy 1)
14-Nueve sisteme de'warning a ciudadanos

14- Inferme simulacre 2010 tormenta solar Comision EUropea, mas Suiza-NOAA:
15-Comision parlamentarnia Reine Unido:

16-Inferme: Comision| EUrepea sobre el riesgo de' radicacion
17-Investigacienes de'la Universidad de Stanford (efecto) rayos UV
18-Investigacienes de' la: Universidad derCalsruhe:

19-Directiva Europea Infraestructuras; Criticas

20-Informe UE Infraestructuras Criticas:

20-Ley Espanola Infraestructuras Criticas

Proteccion Civil Califernia

22-




Pepllidades; del enfegue.

Enigeneral la propias OCDE en sulanalisis se. muestra critica coni la ausencia
de estructuras coordiandas de gestion del resgo  de tormenta geomadnetica
en el plane nacionall salve EEUU

(pag. 41)

El'enfogue se ve adicionalmente debilitados all centrarse mas en|“space
weather monitoring and prediction Senvices”, mas gue un enfogue completo
e Integrado de analisis/gestion de riesges.

rather than full-scope risk amalysis or management. ¢QUE Se hara si Se
detecta?
Nuevamenie: los EEUU seran la excepcion;, conilas dos leyes, la segunda

especialmente mirada para la proteccion de las, 106/ Centrales Nucleares
americanas. (Iniierme OCDE, Idem).

EnrParticular es la' OCDE la gue destaca la ausencia de tales estructuras
coordinadas de gestion del riesgo de tormenta solar en el seno de la UE:




- “space weather education fer government leaders. Hewever, one participant reminded the grouprthat in beth the
U.S! and EU; leaders and theirstafis change frequently: through the electoral process. Therefore, the participants
suggested thedevelopment of educationall mechanisms that leaders and staffers can access When they: arrive in
office”. Pag. 15

~-Enhancing Education and Public Messaging on Space Weather Incidents Recommendations (Pag.

-Workshop participants agreed that the public alse requires education on space weather, with' particular fecus on
the education of children, a methodithat has, ofiten shown premising results.

-Jtis recommended that agencies: utilize. geyvernmment education pregramsisuch as Ready:eov, the ULS. Citizen
Corps, the Swedishiwawiw. Skyddsnatet.se as Welllas' equivalent Elropeant programss andiother community,
preparednessiinitiatives torinform: the'publictandlother societal stakeholders about the potential impacts of space
Weather, and provide tips en hew. ter prepare for, Protect against, respendito, and recever: from the effects by
develonlnq familyandicommunity disasterplans With an emphasision preparedness. This cantalserinvolve
providingrresourcesistich asiweb site links'and contact information tor the public, so that they mayconduct further
fesearch on theirown) if désired:

- |t Is recommended that information: released to the public focuses on mitigatingl the' effects of deomaanetic
storms, rather than on what causes these storms.

- It isirecommended that a centralized government peint of contact for media and public inguiries e in place: for
space weather-relatedlissues. This point of contact can encourage and facilitate’ communication with the'private
SEector on space weather issues, contingency: plans, and' recovery: procedures.

Social media. such as Facebook and Twitter, should be employed along with videos and pedcasts on Gevernment
webi sites toreducaterthe public onisSpace Weather andlits impacts.

Effective communication and messaging to the public during and post-incident is equally important. The
participantstidentificdlSeVeral' opportinities for emerqgency managers and local and national IEaders torenhance
public’ communication diifinala deomagneticiStorm.




Electiiclalrastiycturer Councl (E1S) Summit = 11 AP/l
2073 = Vashington PDC (RED Eraiks)

Ifhe first Electric Infirastructure: Securty (EIS) Summit
toek place in LLendon on September 20, 2010, in the ULK.
Parliament; Westminster Hall: As: the first World summii
On Infirastructure: security, EISS London feunded a new.
Internationall seculity’ firamewerk designead te iester;
Infiermation; shanng, discussion, coordinatien and
COOpPEeration Infassessing and pretecting natienal
Infirastructures against physicalithreats suchras ENVIP-and
Severe Geemagnetic Sterms.

The second EIS Summit will take: place ini the Capitol
Building, Washington; D.C. on Aprili 11, 2011. 1o apply:
fior registration for EISS Washingten D.C.




New: NASA study: There is limited time to

Upgrade natienal electric grids to aveidselar

flare-induced), glehallscale burn eut.5

Based on new research (NASA and U.S. Natienal Academy. ofi SCIERCES),
about ORCE Per century peredic selar activity reaches the extreme levels
that last occurred aboeut 150 years ago, bathing the earthiin a field of high

Eenerngy: particles;: This causes a severe geemagnetic sterm, that weuld burm
eUL electric grids, contrel systems and other electronics all ever the planet.
Modern secieties; dependlon electrenics andi the national power gid

for fieed, water, communication, transportation, medical care, security,
envirenmental guality, entertainment, Waste management, EConemic activity
and shelter. Just as we ence, lhelatedly, hegan building|firerhydrants, smoke
detectors, emergency: sprinklers and fire extinguishers, inte: eui homes and
BUSInesses, teday i Is basic prudence: to) pretect this new: infrastructure.

In previous; centuries, unprotected wood infirastructures: meant severe risk to
hemes and cities. In the 21st century unprotected, interconnected electrical
Infrastructures represent catastrophic risk to cities and nations.




