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ÍÍndice de la presentacindice de la presentacióón.n.
I. Una evoluciI. Una evolucióón paralela: Los estudios sobre el n paralela: Los estudios sobre el 
alcance del alcance del multimulti--escenario escenario ““tormenta solartormenta solar”” y y 
sus implicaciones como base de las sus implicaciones como base de las suvesivassuvesivas
medidas (medidas (““ReasonableReasonable worstworst--case case scenarioscenario””).).

II. SII. Sííntesis de la estructura actual de la ntesis de la estructura actual de la 
respuesta.respuesta.

III. Avance de conclusiones para un nueva III. Avance de conclusiones para un nueva 
estrategia espaestrategia españñola por armar ante los riesgos ola por armar ante los riesgos 
naturales del clima espacial.naturales del clima espacial.



El evento de El evento de QuebecQuebec: la aut: la autééntica llamada de atencintica llamada de atencióón.n.

1. Antecedente inmediato Evento 1. Antecedente inmediato Evento QuebecQuebec, aut, autééntica ntica ““llamada de atencillamada de atencióónn”” (el evento (el evento 
CarringtonCarrington 1859, o el evento de 1921 quedaban muy 1859, o el evento de 1921 quedaban muy atratrááss……))

Enfoque EEUU/CanadEnfoque EEUU/Canadáá::
-- Informe Informe ““QuQuéébec bec DisturbanceDisturbance””, 1989, , 1989, North American Electric Reliability Corporation North American Electric Reliability Corporation 
(NERC)(NERC)
-- Posterior Posterior InformeInforme: : ““Final report on August 14 2003 Blackout in the United states Final report on August 14 2003 Blackout in the United states 
and Canada and Canada -- Causes and RecommendationsCauses and Recommendations””, , 
-- Y del informe del Y del informe del Northwest Power Coordinating Council (NPCC)Northwest Power Coordinating Council (NPCC)
Document CDocument C--15 "Procedures for Solar Magnetic Disturbances Which Affect Elec15 "Procedures for Solar Magnetic Disturbances Which Affect Electrictric
PowerPower SystemsSystems““..
--Reciente Informe Reciente Informe NercNerc: : ““Executive briefing on Electro magnetic pulse and Executive briefing on Electro magnetic pulse and 
geomagnetic storm eventsgeomagnetic storm events”” de 24 de de 24 de agostoagosto de 2009de 2009
-- FebreroFebrero dede 2010, the North American Electric Reliability Corporation (2010, the North American Electric Reliability Corporation (““NERCNERC””) and ) and 
the U.S. Department of Energy (the U.S. Department of Energy (““DOEDOE””) published their report entitled ) published their report entitled ““HighHigh--Impact, Impact, 
LowLow--Frequency Event Risk to the North American Bulk Power SystemFrequency Event Risk to the North American Bulk Power System”” ((““HILF HILF 
reportreport””).).

2. Distintos 2. Distintos workshopsworkshops, encuentros, incluido el de la OTAN: , encuentros, incluido el de la OTAN: ““NATO Advanced Science NATO Advanced Science 
Institute on Space Storms and Space Weather HazardsInstitute on Space Storms and Space Weather Hazards”” en en JunioJunio de 2000.de 2000.



El inicio de la actual estrategia de intervenciEl inicio de la actual estrategia de intervencióón americana en 2006: n americana en 2006: 
La Orden Presidencial Ejecutiva 13407La Orden Presidencial Ejecutiva 13407--

PublicPublic AlertAlert andand WarningWarning SystemSystem

3. En el plano legislativo y de las medidas Orden Presidencial E3. En el plano legislativo y de las medidas Orden Presidencial Ejecutiva 14407 de 26 jecutiva 14407 de 26 dede junio junio 
de 2006de 2006——>FEMA>FEMA
- Section 1. Policy. It is the policy of the United States to have an
effective,
reliable, integrated, flexible, and comprehensive system to alert and
warn the American people in situations of war, terrorist attack, natural 
disaster, or other hazards to public safety and well-being (public alert
and warning system), taking appropriate account of the functions, 
capabilities, and needs of the private sector and of all levels of
government in our Federal system, and to ensure that under all
conditions the President can communicate with the American people.

- Sec. 4. Reports on Implementation. Not later than 90 days after the 
date of this order, the Secretary of Homeland Security shall submit to the 
President, through the Assistant to the President for Homeland Security 
and Counterterrorism, a plan for the implementation of this order, and 
shall thereafter submit reports from time to time, and not less often than 
once each year, on such implementation, together with any 
recommendations the Secretary finds appropriate.



Informe Informe KappenmanKappenman

--JohnJohn KappenmanKappenman pprepararrepararáá para FEMA bajo la Orden para FEMA bajo la Orden 
Presidencial Ejecutiva 13407 el informe Presidencial Ejecutiva 13407 el informe ““VulnerabilityVulnerability ofof thethe ElectricElectric
PowerPower GridGrid forfor SevereSevere GeomagneticGeomagnetic StormsStorms ““ que es el que darque es el que daráá
lugar al posterior informe 2008 US lugar al posterior informe 2008 US NationalNational AcademyAcademy ofof SciencesSciences
ReportReport onon ““SevereSevere SpaceSpace WeatherWeather EventsEvents——UnderstandingUnderstanding SocietalSocietal
andand EconomicEconomic ImpactsImpacts WorkshopWorkshop ReportReport CommitteeCommittee onon thethe SocietalSocietal
andand EconomicEconomic ImpactsImpacts ofof SevereSevere SpaceSpace WeatherWeather EventsEvents”” (del que es (del que es 
coautor) y que es el que saltarcoautor) y que es el que saltaráá a los medios, pero a los medios, pero KappenmanKappenman iriráá
mmáás alls alláá..

-- Parcialmente recogido en el Informe Parcialmente recogido en el Informe MetatechMetatech
““Geomagnetic Storms and Their Impacts on the U.S. Power GridGeomagnetic Storms and Their Impacts on the U.S. Power Grid””
(197 p(197 pááginas)ginas)

-- Se prevSe prevéé como escenario de referencia como escenario de referencia ““ReasonableReasonable worstworst case case 
scenarioscenario”” en el que se plantea como escenario un severo (corrige al en el que se plantea como escenario un severo (corrige al 
alza) o bien un escenario extremo. Prevalza) o bien un escenario extremo. Prevéé un escenario entorno a 4un escenario entorno a 4--
10 veces Qu10 veces Quéébec (Pbec (Páág. 14). Si bien llega a seg. 14). Si bien llega a seññalar que alar que QuebecQuebec fue fue 
solo una X tamasolo una X tamañño medio y que se han llegado a detectar o medio y que se han llegado a detectar 
llamaradas X22.Tampoco el tamallamaradas X22.Tampoco el tamañño tiene que ser lo determinante: o tiene que ser lo determinante: 
““ReasonableReasonable worstworst case case scenarioscenario”” BritBritáánico.nico.



En el informe En el informe MetatechMetatech se documentan hasta 12 incidentes en centrales nucleares americse documentan hasta 12 incidentes en centrales nucleares americanas tras la anas tras la 
tormenta geomagntormenta geomagnéética de tica de QuebecQuebec: destaca : destaca SalemSalem y Chicago, esta y Chicago, esta úúltima especialmente seria, los ltima especialmente seria, los 

responsables de la central no llegaron a saber que pasresponsables de la central no llegaron a saber que pasóó. Tambi. Tambiéén se deja constancia de la afectacin se deja constancia de la afectacióón n 
de una central tde una central téérmica. rmica. 



““SSóólolo”” se habla de transformadores no de refrigeracise habla de transformadores no de refrigeracióón, ni de afectacin, ni de afectacióón de sistemas electrn de sistemas electróónicos por nicos por 
la onda similar a EMP.la onda similar a EMP.
¿¿CuCuáántos incidentes producirntos incidentes produciríía algo similar entre las 196 centrales nucleares del continente a algo similar entre las 196 centrales nucleares del continente europeo? europeo? 

¿¿y una tormenta con una intensidad x4 o x10?.y una tormenta con una intensidad x4 o x10?.
El enfoque de cooperaciEl enfoque de cooperacióón en materia de infraestructuras crn en materia de infraestructuras crííticas europeas ticas europeas 
en ningen ningúún sitio como este queda de manifiesto, si adoptamos medidas comon sitio como este queda de manifiesto, si adoptamos medidas como las propuestas en EEUU las propuestas en EEUU 
con nuestras 8 centrales pero Francia no lo hace con sus 56 o Recon nuestras 8 centrales pero Francia no lo hace con sus 56 o Reino Unido no lo hace con sus 16ino Unido no lo hace con sus 16……



““On April 3, 1994 a moderate intensity storm occurred. During thiOn April 3, 1994 a moderate intensity storm occurred. During this s 
storm a GSU transformer at Zion Nuclear plant (on the outskirts storm a GSU transformer at Zion Nuclear plant (on the outskirts of of 
Chicago) failed catastrophically.Chicago) failed catastrophically.
The failure was so severe that the transformer tank, containing The failure was so severe that the transformer tank, containing 
thousands of gallons of oil, ruptured and started a major fire ithousands of gallons of oil, ruptured and started a major fire in the n the 
yard at the plant, which eventually involved control circuits anyard at the plant, which eventually involved control circuits and d 
other sensitive systems. The fire also spread into the generatorother sensitive systems. The fire also spread into the generator
hydrogen cooled hydrogen cooled isobusisobus inside the plant.inside the plant.
In many In many postmortempostmortem analyses of transformer failures, it is very difficult to analyses of transformer failures, it is very difficult to 
assess the failure cause, given unknowns about the unique designassess the failure cause, given unknowns about the unique design
variations and unique operational exposure of each transformer. variations and unique operational exposure of each transformer. In In 
particular, static electrification was a failure mode of particular, static electrification was a failure mode of tansformerstansformers of this of this 
vintage, and would be unrelated to GIC exposure. Considering thevintage, and would be unrelated to GIC exposure. Considering the
unknowns and multiple plausible failure causes, very few definitunknowns and multiple plausible failure causes, very few definitive failure ive failure 
diagnoses can be expected. The operator of the plant facility hadiagnoses can be expected. The operator of the plant facility has resisted s resisted 
the association of this failure with the geomagnetic storm eventthe association of this failure with the geomagnetic storm event, however , however 
they had not been undertaking any effort to monitor for GIC in tthey had not been undertaking any effort to monitor for GIC in the he 
transformer or at any other locations in their regional transmistransformer or at any other locations in their regional transmission networksion network. . 
Observations of GIC were made at utilities elsewhere north, soutObservations of GIC were made at utilities elsewhere north, south, east and h, east and 
west relative to their location. west relative to their location. The space weather conditions that The space weather conditions that 
spawned the April 3, 1994 storm were associated with longspawned the April 3, 1994 storm were associated with long--
duration and recurrent solar activity sources. Therefore, storm duration and recurrent solar activity sources. Therefore, storm 
conditions occurred from early April to midconditions occurred from early April to mid--April. Over that same April. Over that same 
period of time, the local utility also experienced major GSU period of time, the local utility also experienced major GSU 
transformer failures at the Braidwood nuclear plant (April 5, 19transformer failures at the Braidwood nuclear plant (April 5, 1994) 94) 
and at the and at the PowertonPowerton coal plantcoal plant (April 15, 1994). (April 15, 1994). Again, the operator Again, the operator 
has resisted the association of these failures with GIC, even has resisted the association of these failures with GIC, even thoughthethoughthe
timing of these events would appear to be extraordinarily coincitiming of these events would appear to be extraordinarily coincidental.dental.””



Las distintas Comisiones del Congreso EEUU se pronuncian sobre lLas distintas Comisiones del Congreso EEUU se pronuncian sobre los riesgos de os riesgos de 
un efecto EMP malicioso/ o una un efecto EMP malicioso/ o una geomagneticgeomagnetic disturbancedisturbance por eventos naturalespor eventos naturales

ReportReport ofof thethe CommissionCommission toto AssessAssess thethe
ThreatThreat toto thethe UnitedUnited StatesStates fromfrom
ElectromagneticElectromagnetic Pulse (EMP) Pulse (EMP) 
AttackAttack CriticalCritical NationalNational InfrastructuresInfrastructures
de 2008. (Y otra verside 2008. (Y otra versióón previa de 2004 donden previa de 2004 donde
Ya contemplaba el riesgo de tormenta solar)Ya contemplaba el riesgo de tormenta solar)

Un vistazo a su Un vistazo a su ííndice completo es suficientendice completo es suficiente
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America'sAmerica's StrategicStrategic PosturePosture
The Final Report of the Congressional The Final Report of the Congressional 

Commission on the Strategic Posture of the United StatesCommission on the Strategic Posture of the United States

In the Eyes of the ExpertsIn the Eyes of the Experts
Analysis and Comments on America's Strategic PostuAnalysis and Comments on America's Strategic Posturere

““The [EMP] Commission reported that the ubiquitous dependency of The [EMP] Commission reported that the ubiquitous dependency of society on the electrical power system, society on the electrical power system, 
coupled with the coupled with the EMPEMP’’ss particular damage mechanisms, creates the possibility of longparticular damage mechanisms, creates the possibility of long--term, catastrophic term, catastrophic 
consequences for national security.consequences for national security.
The Commission stated, The Commission stated, ““Should significant parts of the electrical powerShould significant parts of the electrical power
infrastructure be lost for any substantial period of time ... infrastructure be lost for any substantial period of time ... many people maymany people may
ultimately die for lack of the basic elements necessary to sustaultimately die for lack of the basic elements necessary to sustain life in dense urban and suburban in life in dense urban and suburban 
communities ... [and] the Federal Government does not today havecommunities ... [and] the Federal Government does not today have sufficiently robust capabilities sufficiently robust capabilities 
for reliably assessing and managing EMP threatsfor reliably assessing and managing EMP threats..””
However, the consensus of the EMP commission in 2008 was that thHowever, the consensus of the EMP commission in 2008 was that the United States need not remain vulnerable e United States need not remain vulnerable 
to catastrophic consequences of an EMP attack, and that the natito catastrophic consequences of an EMP attack, and that the nationon’’s vulnerability can be reasonably reduced by s vulnerability can be reasonably reduced by 
coordinated and focused effort between the private and public secoordinated and focused effort between the private and public sectors. The Committee stated that ctors. The Committee stated that thecostthecost for for 
improved security in the next three to five years would be modesimproved security in the next three to five years would be modest, especially when compared with the costs t, especially when compared with the costs 
associated with the war on terror and the value of the national associated with the war on terror and the value of the national infrastructures threatened.infrastructures threatened.



Subcommittee on Emerging Threats, Subcommittee on Emerging Threats, CybersecurityCybersecurity and Scienceand Science
and Technologyand Technology““

En Julio de 2009 un En Julio de 2009 un SubcomitSubcomitéé del del CongresoCongreso ““Hearing was held on Geomagnetic Storms, EMP andHearing was held on Geomagnetic Storms, EMP and
Related Threats to the National Electric Grid. The hearing took Related Threats to the National Electric Grid. The hearing took place in the U.S. House of Representativesplace in the U.S. House of Representatives
Committee on Homeland Security: the Subcommittee on Emerging ThrCommittee on Homeland Security: the Subcommittee on Emerging Threats, eats, CybersecurityCybersecurity and Scienceand Science
and Technologyand Technology““

From the ChairwomanFrom the Chairwoman’’s opening statement:s opening statement:
““The electric grid is fundamental to our livesThe electric grid is fundamental to our lives
and our countryand our country’’s existence. Withouts existence. Without
electricity, banks shut down. Food goes bad.electricity, banks shut down. Food goes bad.
Sewage and water plants donSewage and water plants don’’t function. Medicinest function. Medicines
expire. Chaos ensues and crime explodes. Weexpire. Chaos ensues and crime explodes. We
simply cannot afford to lose broad sections of thesimply cannot afford to lose broad sections of the
grid for days, weeks, months, or years...Thegrid for days, weeks, months, or years...The
potentially devastating effects of an EMP to the gridpotentially devastating effects of an EMP to the grid
are well documented.are well documented.

VVíídeo de la sesideo de la sesióón n 
httphttp://://www.empcouncil.orgwww.empcouncil.org//EnglishEnglish//ResourcesResources//ResouceInside.asp?itResouceInside.asp?it
emIdemId=10324=10324



Abierta convergencia de comprensiAbierta convergencia de comprensióón britn britáánica/alemana en torno al nica/alemana en torno al 
tipo de fentipo de fenóómeno y a las consecuencias en cascada/dominmeno y a las consecuencias en cascada/dominóó

Reino Unido:Reino Unido:
--CreaciCreacióón del n del Scientific Advisory Group for Emergencies (SAGE) o Scientific Advisory Group for Emergencies (SAGE) o GrupoGrupo de de 
AsesoramientoAsesoramiento CientCientííficofico parapara EmergenciasEmergencias ((asesoramientoasesoramiento antes, antes, durantedurante y y 
despudespuééss, , recientereciente artartíículoculo de la Universidad de Cambridgede la Universidad de Cambridge
httphttp://://www.csap.cam.ac.ukwww.csap.cam.ac.uk//newsnews//articlearticle--sciencescience--emergenciesemergencies//
-- Incluido un CIncluido un Cóódigo de conducta del SAGE: digo de conducta del SAGE: ““Principles of Scientific Advice Principles of Scientific Advice 
to Governmentto Government ““
-- Web recogida en la Web recogida en la webweb oficial del Gobierno Britoficial del Gobierno Britáánico incluyendo el nico incluyendo el 
reciente artreciente artíículo publicado en marzo de 2011 por su asesor Jefe y el de culo publicado en marzo de 2011 por su asesor Jefe y el de 
ObamaObama en el en el NewNew YorkYork Times Times ““Celestial Celestial StormStorm WarningsWarnings””

--Sir Sir JohnJohn BeddingtonBeddington, es su Presidente., es su Presidente.

--““I raised the issue with the Cabinet Office Civil Contingencies SI raised the issue with the Cabinet Office Civil Contingencies Secretariat, arguing that it needs to ecretariat, arguing that it needs to 
be higher up the agenda," he told The Times. That is happening. be higher up the agenda," he told The Times. That is happening. I've advised that this is a I've advised that this is a 
serious concern. We're moving in the next two years into the peaserious concern. We're moving in the next two years into the peak of the solar k of the solar cycle."Therecycle."There is an is an 
analogy here with volcanic ash," he went on. "It's a natural eveanalogy here with volcanic ash," he went on. "It's a natural event which has a certain frequency. nt which has a certain frequency. 
With 20With 20--20 hindsight, we should have recognized the chance of disruption20 hindsight, we should have recognized the chance of disruption from volcanic ash, from volcanic ash, 
given the frequency of eruptions in Iceland, and we didn't. We ngiven the frequency of eruptions in Iceland, and we didn't. We need to learn from that eed to learn from that 
experience," he added. "This was a natural event that wasn't expexperience," he added. "This was a natural event that wasn't expected, which as it transpired ected, which as it transpired 
caused major problems. Space weather could be significantly  morcaused major problems. Space weather could be significantly  more problematic, so we need to e problematic, so we need to 

be prepared."be prepared."



-- ““HC 499 HC 499 -- Scientific advice and evidence in emergenciesScientific advice and evidence in emergencies. Memorandum . Memorandum 
submitted by the Government Office for Science and the Cabinet Osubmitted by the Government Office for Science and the Cabinet Office (SAGE 00)ffice (SAGE 00)””
InformeInforme PDF de 275 PDF de 275 ppááginasginas queque recogerecoge documentosdocumentos y y comparecenciascomparecencias del del propiopropio
BeddingtonBeddington y y distintosdistintos miembrosmiembros del SAGE ante del SAGE ante unauna ComisiComisióónn del del ParlamentoParlamento
BritBritáániconico sobresobre loslos riesgosriesgos del del climaclima espacialespacial y y otrosotros 3 3 escenariosescenarios mmááss destacadosdestacados. . 
PlanteanPlantean 4 worst case scenario en 4 worst case scenario en tornotorno a 4 a 4 distintosdistintos tipostipos de de riesgosriesgos queque priorizanpriorizan..
--Las Las ““yellowyellow pagespages”” de de BeddingtonBeddington..
-- El El reasonablereasonable worstworst case case scenarioscenario de clima espacial no tiene que llegar a ser un de clima espacial no tiene que llegar a ser un 
““Evento Evento CarringtonCarrington””: una : una severesevere stormstorm de las que se llega a sostener que ha habido de las que se llega a sostener que ha habido 
en torno a 30 en los en torno a 30 en los úúltimos 150 altimos 150 añños. Paradigmos. Paradigmááticamente una tipo 1921 ya serticamente una tipo 1921 ya seríía a 
paradigmparadigmáática; o una rtica; o una ráápida sucesipida sucesióón siempre dependiendo de adicionales n siempre dependiendo de adicionales 
circunstancias.circunstancias.

-- El enfoque alemEl enfoque alemáánn partirpartiráá igualmente de un enfoque igualmente de un enfoque multiescenariomultiescenario con sendos con sendos 
informes de los efectos de un repentino corte del suministro elinformes de los efectos de un repentino corte del suministro elééctrico perdurable, sea ctrico perdurable, sea 
por evento natural o por ataque por evento natural o por ataque terrorista.Informeterrorista.Informe SIMKRIT del Instituto para la SIMKRIT del Instituto para la 
TecnologTecnologíía de la Universidad de a de la Universidad de KarlsruheKarlsruhe



(SIMKRIT, Simulation Kritischer Infrastrukturen für das krisenmanagement). Idéntico incapie de la 
interdependencia de la industria nuclear y química del resto de factores, y los derechos y seguridad de 

las personas.



Paralelismo con el enfoque americano: Paralelismo con el enfoque americano: multiescenariomultiescenario o escenario en cascadao escenario en cascada



-- VersiVersióón resumida (n resumida (KurzfassungKurzfassung) del informe de Protecci) del informe de Proteccióón Civil Alemana (n Civil Alemana (BundesamtBundesamt ffüürr
BevBevöölkerungsschutzlkerungsschutz und und KatastrophenhilfeKatastrophenhilfe ,BBK),BBK) ““KrisenmanagementKrisenmanagement beibei einereiner
grogroßßflfläächigenchigen UnterbrechungUnterbrechung derder StromversorgungStromversorgung am am BeispielBeispiel BadenBaden--WWüürttembergrttemberg””

3 3 óópticas temporales de colapso desde las que lo analizan todo:pticas temporales de colapso desde las que lo analizan todo:

--InterrupciInterrupcióón generalizada del suministro y afectacin generalizada del suministro y afectacióón de n de 
infraestructuras 8 horasinfraestructuras 8 horas

--InterrupciInterrupcióón generalizada del suministro y afectacin generalizada del suministro y afectacióón de n de 
infraestructuras 8infraestructuras 8--24 horas. 24 horas. 

--InterrupciInterrupcióón generalizada del suministro y afectacin generalizada del suministro y afectacióón de n de 
infraestructuras por un periodo de tiempo infraestructuras por un periodo de tiempo indetermiandoindetermiando superior a superior a 
las 24 horas. las 24 horas. 

-- Se va analizando distintos sectores. Se prevSe va analizando distintos sectores. Se prevéé el fallo de bombeo de agua potable a los hogares el fallo de bombeo de agua potable a los hogares 
entre las 8 y las 24, la afectacientre las 8 y las 24, la afectacióón de la operatividad de los servicios de emergencia desde el n de la operatividad de los servicios de emergencia desde el 
principio, de los servicios mprincipio, de los servicios méédicos ( 2dicos ( 2-- ""AuswirkungenAuswirkungen aufauf das das GesundheitswesenGesundheitswesen", p", páág. 15) en g. 15) en 
especial en esto especial en esto úúltimo se detalla desde el fallo de la maquinaria de pronltimo se detalla desde el fallo de la maquinaria de pronóóstico a la de stico a la de 
tratamiento (centros de ditratamiento (centros de diáálisis), de refrigeracilisis), de refrigeracióón (rotura de la cadena de frn (rotura de la cadena de fríío de las vacunas), o de las vacunas), 
situacisituacióón de los enfermos internados en psiquin de los enfermos internados en psiquiáátricos... a refinertricos... a refineríías y transporte (as y transporte (““4.4.AuswirkungenAuswirkungen
vonvon StromausfStromausfäällenllen aufauf diedie TreibstoffversorgungTreibstoffversorgung””, con cuestiones como la imposibilidad de , con cuestiones como la imposibilidad de 
valerse de grandes depvalerse de grandes depóósitos sino se cuenta con bombas de emergencia con suministro sitos sino se cuenta con bombas de emergencia con suministro 
independiente para bombear el combustible);independiente para bombear el combustible);

-- Respecto de la cuestiRespecto de la cuestióón de las aguas residuales para un escenario de mn de las aguas residuales para un escenario de máás de 24 horas se prevs de 24 horas se prevéé
expresamente la inundaciexpresamente la inundacióón de algunas calles y pasos subterrn de algunas calles y pasos subterrááneos en centros urbanos por neos en centros urbanos por 
acciaccióón del desbordamiento de las aguas fecales (n del desbordamiento de las aguas fecales (““ÜÜberflutungberflutung tieftief gelegenergelegener StraStraßßenen undund
UnterfUnterfüührungenhrungen), taponamiento general de las canalizaciones y ), taponamiento general de las canalizaciones y riesgo sanitario de propagaciriesgo sanitario de propagacióón n 
de enfermedadesde enfermedades (p(páág. 19). g. 19). 

Se reconoce la caSe reconoce la caíída inmediata (da inmediata (““sofortigersofortiger””) del funcionamiento de las estaciones de m) del funcionamiento de las estaciones de móóvil no vil no 
aseguradas ya en el escenario A, asaseguradas ya en el escenario A, asíí como de como de routersrouters, , modemsmodems…… ((ppáágg 23). Y en especial el 23). Y en especial el 
tiempo adicional de al menos 4 o 5 dtiempo adicional de al menos 4 o 5 díías mas máás que costars que costaríía reestablecer todo ello aa reestablecer todo ello aúún si a las 24 n si a las 24 
horas se reestableciese el suministro elhoras se reestableciese el suministro elééctrico. ctrico. 



Consideraciones en torno a los planes de alarma y movilizaciConsideraciones en torno a los planes de alarma y movilizacióón de Proteccin de Proteccióón Civil de n Civil de 
Alemania en caso de corte duradero de suministro elAlemania en caso de corte duradero de suministro elééctricoctrico



Paralelo proyecto alemParalelo proyecto alemáán GRASB, en su segundo n GRASB, en su segundo 
aañño de realizacio de realizacióón, "n, "ForschungsprojektForschungsprojekt GRASB GRASB 
zurzur SicherungSicherung derder VersorgungVersorgung derder BevBevöölkerunglkerung
mitmit StromStrom ""

httphttp://://www.bbk.bund.dewww.bbk.bund.de//clncln_007/_007/nnnn_398006/D_398006/D
E/03__E/03__AktuellesAktuelles/01__/01__MeldungenMeldungen//NachrichtenNachrichten/20/20
10/01101300__10/01101300__ForschForsch____projektprojekt____GRASB.htmlGRASB.html

Y aquY aquíí se puede descargar un completo PDF con se puede descargar un completo PDF con 
toda la toda la infoinfo, explicando la participaci, explicando la participacióón de n de 
actores privados, etc.actores privados, etc.
httphttp://://www.bbk.bund.dewww.bbk.bund.de//clncln_012/_012/nnnn_398006/_398006/ShSh
aredDocsaredDocs//PublikationenPublikationen//BroschuerenBroschueren____FlyerFlyer//FlyeFlye
rr____GRASB,templateIdGRASB,templateId==raw,propertyraw,property==publicationpublication
File.pdfFile.pdf//Flyer_GRASB.pdfFlyer_GRASB.pdf



-- Enfoque militar/de seguridad nacional por parte de la LuftwaffeEnfoque militar/de seguridad nacional por parte de la Luftwaffe alemana (Ejalemana (Ejéército del aire) de las rcito del aire) de las 
posibles amenazas derivadas del Clima Espacial, y la necesidad dposibles amenazas derivadas del Clima Espacial, y la necesidad de adoptar medidas loge adoptar medidas logíísticas sticas 
especespecííficas que garanticen la capacidad de comunicacificas que garanticen la capacidad de comunicacióón del ejn del ejéército.rcito.
httphttp://://www.luftwaffe.dewww.luftwaffe.de/portal/a//portal/a/luftwaffeluftwaffe//kcxmlkcxml/04_/04_Sj9SPykssy0xPLMnMz0vM0YSj9SPykssy0xPLMnMz0vM0Y__QjzKLNzKId_dxB8lB2F7OQjzKLNzKId_dxB8lB2F7O--pFw0aCUVH1vfVpFw0aCUVH1vfV--
P_NxU_QD9gtyIckdHRUUAl64xJQP_NxU_QD9gtyIckdHRUUAl64xJQ!!/delta/base64xml/!!/delta/base64xml/L2dJQSEvUUt3QS80SVVFLzZfMjBfR0xHL2dJQSEvUUt3QS80SVVFLzZfMjBfR0xH??yw_contentURLyw_contentURL==%2F01DB060000000001%2F01DB060000000001
%2FW28EKHNN126INFODE%2Fcontent.jsp%2FW28EKHNN126INFODE%2Fcontent.jsp



El anEl anáálisis alemlisis alemáán de la situacin de la situacióón de los internos hospitalizados pone de manifiesto la cuestin de los internos hospitalizados pone de manifiesto la cuestióón n 
paralela de los presos en los centros penitenciarios (Orden pparalela de los presos en los centros penitenciarios (Orden púúblico fugas masivas/responsabilidad blico fugas masivas/responsabilidad 

legal del Estado por su confinamiento con alimentos y adecuados legal del Estado por su confinamiento con alimentos y adecuados cuidados, cuidados, ¿¿ccóómo?)mo?)
-- Tomar en consideraciTomar en consideracióón adaptacin adaptacióón situacin situacióón masificada de partida, necesidad de revisin masificada de partida, necesidad de revisióón de n de 

medidas de seguridad, protocolos, suministros, mecanismos de commedidas de seguridad, protocolos, suministros, mecanismos de comunicaciunicacióón y peticin y peticióón de refuerzos.n de refuerzos.

Instituciones PenitenciariasInstituciones Penitenciarias -- NoticiasNoticias
Viernes, 14 de Agosto de 2009. Viernes, 14 de Agosto de 2009. 
CSICSI··FF denuncia que la prisidenuncia que la prisióón de n de FontcalentFontcalent estuvo ayer cinco horas sin estuvo ayer cinco horas sin 
suministro elsuministro elééctricoctrico
El sindicato El sindicato CSICSI··FF ha denunciado que el Centro Penitenciario de ha denunciado que el Centro Penitenciario de FontcalentFontcalent (Alicante) (Alicante) 
sufrisufrióó ayer el apagayer el apagóón de todos sus sistemas eln de todos sus sistemas elééctricos asctricos asíí como la cacomo la caíída de las lda de las lííneas neas 
teleftelefóónicas, lo que provocnicas, lo que provocóó un fallo de seguridad que podun fallo de seguridad que podíía haber ocasionado graves a haber ocasionado graves 
incidencias. La Central Sindical Independiente y de Funcionariosincidencias. La Central Sindical Independiente y de Funcionarios ((CSICSI··FF) ) 
responsabiliza a la Direcciresponsabiliza a la Direccióón del centro penitenciario de falta de previsin del centro penitenciario de falta de previsióón ya que no n ya que no 
tomtomóó ninguna clase de medidas preventivas para impedir un agujero enninguna clase de medidas preventivas para impedir un agujero en la seguridad la seguridad 
del centro que puso en peligro a los funcionarios. del centro que puso en peligro a los funcionarios. Durante mDurante máás de cinco horas, y no s de cinco horas, y no 
por primera vez esta semana, en la cpor primera vez esta semana, en la cáárcel de Alicante no funcionaban las puertas rcel de Alicante no funcionaban las puertas 
automautomááticas, cticas, cáámaras de seguridad, telmaras de seguridad, telééfonos ni cualquier tipo de mecanismo fonos ni cualquier tipo de mecanismo 
elelééctrico. Esto supone que habctrico. Esto supone que habíía acceso desde el patio central de la ca acceso desde el patio central de la cáárcel hasta la rcel hasta la 
calle a travcalle a travéés de unas puertas que se pueden abrir manualmente al no haber s de unas puertas que se pueden abrir manualmente al no haber 
suministro elsuministro elééctrico.ctrico. El sindicato El sindicato CSICSI··FF lamenta que la direccilamenta que la direccióón del centro no tomara n del centro no tomara 
ninguna medida adicional de seguridad el mismo dninguna medida adicional de seguridad el mismo díía en el que se haba en el que se habíía previsto el a previsto el 
traslado del presunto asesino de otro recluso, hecho ocurrido eltraslado del presunto asesino de otro recluso, hecho ocurrido el pasado domingo 9 pasado domingo 9 
de agosto. El sindicato afirma que gracias al esfuerzo de los fude agosto. El sindicato afirma que gracias al esfuerzo de los funcionarios, se han ncionarios, se han 
evitado situaciones graves en evitado situaciones graves en FontcalentFontcalent como los ocurridos recientemente. como los ocurridos recientemente. 
httphttp://://www.csiwww.csi--csif.escsif.es//comunitatvalencianacomunitatvalenciana/Article6956./Article6956.htmlhtml





Aparece un nuevo actor orientado a Aparece un nuevo actor orientado a 
la cooperacila cooperacióón n internaconalinternaconal con las con las 

““Naciones amigasNaciones amigas””: Londres: Londres
PdfPdf ““supervivencia nacionessupervivencia naciones”” Parlamento Parlamento 
BritBritáániconico
El EIS El EIS CouncilCouncil ((ElectricElectric InfrastructureInfrastructure SecuritySecurity
CouncilCouncil) no es estatal, pero est) no es estatal, pero estáá formado por formado por 
congresistas, congresistas, autoridades, etcautoridades, etc, y se abre , y se abre 
participaciparticipacióón, expresamente a agentes estatales.n, expresamente a agentes estatales.
VVíía informal, a informal, agilizadoraagilizadora, de cooperaci, de cooperacióón n 
internacional?internacional?
httphttp://://www.empcoalition.orgwww.empcoalition.org//imagesimages//uploadupload/me/me
dia/dia/EISS%20BrochureEISS%20Brochure_3._3.pdfpdf



““ReasonableReasonable worstworst case case scenarioscenario”” al que dirigir las medidasal que dirigir las medidas
La tormenta solar G4 que ya sucediLa tormenta solar G4 que ya sucedióó: El simulacro de cooperaci: El simulacro de cooperacióón atln atláántica NOAAntica NOAA--FEMAFEMA--
Red centros regionales ESISRed centros regionales ESIS-- ComisiComisióón Europea y la Direccin Europea y la Direccióón General de Proteccin General de Proteccióón Civil n Civil 

de Suiza.de Suiza.



AsAsíí se prevse prevéé el escenario el escenario multicatmulticatáástrstróóficofico ““tormenta solartormenta solar”” con vasta afectacicon vasta afectacióón de EEUUn de EEUU--CanadCanadáá y y 
Europa.Europa.



Varias de las contundentes conclusiones y recomendaciones a los Varias de las contundentes conclusiones y recomendaciones a los Estados tras Estados tras 
el simulacro son desatendidas, en particular:el simulacro son desatendidas, en particular:

11-- ““spacespace weatherweather educationeducation forfor governmentgovernment leaders.Howeverleaders.However, , oneone participantparticipant remindedreminded thethe groupgroup
thatthat in in bothboth thethe U.SU.S. . andand EU, EU, leadersleaders andand theirstaffstheirstaffs changechange frequentlyfrequently throughthrough thethe electoral electoral processprocess. . 
ThereforeTherefore, , thethe participantsparticipants suggestedsuggested thedevelopmentthedevelopment ofof educationaleducational mechanismsmechanisms thatthat leadersleaders andand
staffersstaffers can can accessaccess whenwhen theythey arrivearrive in officein office””. P. Páág. 15g. 15

22--Enhancing Education and Public Messaging on Space Weather IncideEnhancing Education and Public Messaging on Space Weather Incidents nts 
Recommendations (Recommendations (PPáágg. 15. 15--16)16)
--Workshop participants agreed that the public also requires educaWorkshop participants agreed that the public also requires education on space weather, with tion on space weather, with 
particular focus on the education of children, a method that hasparticular focus on the education of children, a method that has often shown promising results.often shown promising results.
--It is recommended that agencies utilize government education proIt is recommended that agencies utilize government education programs such as grams such as Ready.govReady.gov, the U.S. , the U.S. 
Citizen Corps, the Swedish Citizen Corps, the Swedish www.Skyddsnatet.sewww.Skyddsnatet.se as well as equivalent European programs, and other as well as equivalent European programs, and other 
community preparedness initiatives to inform the public and othecommunity preparedness initiatives to inform the public and other societal stakeholdersr societal stakeholders about the about the 
potential impacts of space weather, potential impacts of space weather, and provide tips on how to prepare for, protect against, respondand provide tips on how to prepare for, protect against, respond
to, and recover from the effects by developing family and communto, and recover from the effects by developing family and community disaster plans with an emphasis ity disaster plans with an emphasis 
on preparedness. This can also involve providing resources such on preparedness. This can also involve providing resources such as web site links and contact as web site links and contact 
information to the publicinformation to the public, so that they may conduct further research on their own, if des, so that they may conduct further research on their own, if desired. ired. 
-- It is recommended that information released to the public It is recommended that information released to the public focuses on mitigating the effects of focuses on mitigating the effects of 
geomagnetic storms, rather than on what causes these stormsgeomagnetic storms, rather than on what causes these storms..
-- It is recommended that a centralized government point of contacIt is recommended that a centralized government point of contact for media and public inquiries be t for media and public inquiries be 
in place for space weatherin place for space weather--related issues.related issues. This point of contact can encourage and facilitate This point of contact can encourage and facilitate 
communication with the private sector on space weather issues, ccommunication with the private sector on space weather issues, contingency plans, and recovery ontingency plans, and recovery 
procedures. procedures. 
Social media, such as Social media, such as FacebookFacebook and Twitter, should be employed along with videos and and Twitter, should be employed along with videos and podcastspodcasts on on 
Government web sites to educate the public on space weather and Government web sites to educate the public on space weather and its impactsits impacts..
Effective communication and messaging to the public during and pEffective communication and messaging to the public during and postost--incident is equally important. incident is equally important. 
The participants identified several opportunities for emergency The participants identified several opportunities for emergency managers and local and national managers and local and national 
leaders to enhance public communication during a geomagnetic stoleaders to enhance public communication during a geomagnetic stormrm..



ParadParadóójicamente mientras los Estados permanecen al margen de esta jicamente mientras los Estados permanecen al margen de esta 
recomendacirecomendacióón respecto el clima espacial, incluso Reino Unido, hace apenas n respecto el clima espacial, incluso Reino Unido, hace apenas 
3 meses, el 21 de diciembre de 2010, acaba de ser aprobado un nu3 meses, el 21 de diciembre de 2010, acaba de ser aprobado un nuevo evo 
documento marco europeo respecto la previsidocumento marco europeo respecto la previsióón y gestin y gestióón de emergencias n de emergencias 
por los Estados miembro en la UE: por los Estados miembro en la UE: ““Staff Staff WorkingWorking PaperPaper onon RiskRisk
AssessmentAssessment andand MappingMapping GuidelinesGuidelines forfor DisasterDisaster ManagementManagement””::
““((……) Draft risk assessments should be widely consulted with stakeho) Draft risk assessments should be widely consulted with stakeholders lders 
[[u]u]andand interested partiesinterested parties, including central and regional levels of , including central and regional levels of 
government and specialised departments. (government and specialised departments. (……)[)[u]u]MoreoverMoreover, extensive public , extensive public 
information on the process and outcomes of risk assessments willinformation on the process and outcomes of risk assessments will be be 
necessary to lead to a better understanding of the risks and to necessary to lead to a better understanding of the risks and to enable all enable all 
stakeholders and the general public to become more engaged in emstakeholders and the general public to become more engaged in emergency ergency 
planning, preparedness and response.planning, preparedness and response. ((……))
The following actions should accompany national risk assessmentsThe following actions should accompany national risk assessments::
-- Publication of potential risk scenarios to inform the populationPublication of potential risk scenarios to inform the population about theabout the
governmentgovernment’’s preparatory measures for emergencies and to provide advice s preparatory measures for emergencies and to provide advice 
on how the general public could be better preparedon how the general public could be better prepared;;
-- Information to stakeholders and the general public on the particInformation to stakeholders and the general public on the particular risks ular risks 
they they faceface, through for instance the dissemination of , through for instance the dissemination of hazard mapshazard maps;;
-- Cooperation with the private sector where their risk assessmentsCooperation with the private sector where their risk assessments
complement the efforts of public authoritiescomplement the efforts of public authorities..
http://ec.europa.eu/echo/civil_protection/civil/pdfdocs/preventihttp://ec.europa.eu/echo/civil_protection/civil/pdfdocs/prevention/COMM_Pon/COMM_P
DF_SEC_2010_1626_F_staff_working_document_en.pdfDF_SEC_2010_1626_F_staff_working_document_en.pdf



En esto insistirEn esto insistiríían, adicionalmente, los asesores cientan, adicionalmente, los asesores cientííficos de ficos de ObamaObama y del Ministro David y del Ministro David 
CameronCameron ((HoldrenHoldren--BeddingtonBeddington) en el ya comentado art) en el ya comentado artíículo en el culo en el NewNew YorkYork Times de hace un par Times de hace un par 
de semanas:de semanas:

““Some of these measures can bear fruit quickly, Some of these measures can bear fruit quickly, 
while others will pay off over the longerwhile others will pay off over the longer--term. term. 
What is key now is to identify, test, and What is key now is to identify, test, and 
begin to deploy the best array of begin to deploy the best array of 
protective measures practicable, protective measures practicable, in in 
parallel with reaching out to the public parallel with reaching out to the public 
with information explaining the risks and with information explaining the risks and 
the remedies.the remedies. There is commitment on There is commitment on 
both sides of the Atlantic to doing exactly both sides of the Atlantic to doing exactly 
that.that.””
http://www.nytimes.com/2011/03/11/opinion/11http://www.nytimes.com/2011/03/11/opinion/11
ihtiht--edholdren11.htmledholdren11.html



CooperaciCooperacióón internacional y otros n internacional y otros 
actores econactores econóómicosmicos

Informe de Informe de ZurichZurich..
Solar Storms: Protecting Your Operations Against the Sun's 'Dark Side'
A.V. Riswadkar and Buddy Dobbins Zurich Services Corporation
Risk Engineering
4/08/2010

Programa internacional. Viviendo con una estrellaPrograma internacional. Viviendo con una estrella
Informe monogrInforme monográáfico de la aseguradora fico de la aseguradora LloydsLloyds de enero de enero 
de 2011: las tormentas solares como uno de los 3 de 2011: las tormentas solares como uno de los 3 
grandes riesgos emergentes para este agrandes riesgos emergentes para este añño.o.
Informe OCDE I Informe OCDE I ““FutureFuture Global Global RisksRisks””
Informe OCDE II Informe OCDE II ““GeomagneticGeomagnetic StormStorm””



Informe OCDE II Informe OCDE II ““GeomagneticGeomagnetic StormStorm”” abunda en el abunda en el 
carcaráácter cter multiescenariomultiescenario::
““TheThe lossloss ofof electricityelectricity couldcould cause cause massmass transittransit andand
passengerpassenger rail rail systemssystems toto failfail andand traffictraffic signalssignals toto stop stop 
workingworking, , bothboth situationssituations wherewhere accidentsaccidents couldcould ensueensue. . 
TheThe lossloss ofof refrigerationrefrigeration couldcould affectaffect thosethose whowho relyrely onon
medicationsmedications thatthat mustmust be be keptkept cold.cold. WaterWater shortagesshortages
duedue toto thethe failurefailure ofof electricalelectrical pumpspumps toto conveyconvey thethe
waterwater oror powerpower thethe purificationpurification plantsplants couldcould alsoalso leadlead toto
acuteacute exposureexposure toto toxicantstoxicants oror diseasedisease. . FirefightersFirefighters
wouldwould notnot havehave accessaccess toto waterwater toto putput out out firesfires andand
hospitalshospitals wouldwould notnot havehave accessaccess toto waterwater toto taketake carecare ofof
atat--riskrisk patientspatients. In . In eacheach case, case, howeverhowever, , otherother
circumstancescircumstances beyondbeyond a a geomagneticgeomagnetic eventevent are are 
necessarynecessary toto leadlead toto injuryinjury, , illnessillness, , oror deathdeath. P. Páág. 24.g. 24.







En los En los úúltimos 150 altimos 150 añños hemos tenido 9 tormentas magnos hemos tenido 9 tormentas magnééticas superiores a la de 1989 (ticas superiores a la de 1989 (quebecquebec). Informe OCDE.). Informe OCDE.





Primera ley americana aprobada en primera instancia en la CPrimera ley americana aprobada en primera instancia en la Cáámara Bajamara Baja

TextText ofof HR 5026 as HR 5026 as approvedapproved by by thethe HouseHouse andand excerptsexcerpts ofof thethe floorfloor debate debate fromfrom thethe
CongressionalCongressional Record. GRID RELIABILITY AND INFRASTRUCTURE DEFENSE ACT Record. GRID RELIABILITY AND INFRASTRUCTURE DEFENSE ACT ––
((HouseHouse ofof RepresentativesRepresentatives -- JuneJune 09, 2010)09, 2010)

Crea ComitCrea Comitéé
--Da 12 meses a actores pDa 12 meses a actores púúblicos protegerblicos proteger
--Da 12 meses a operadores privados para cumplir con determinadas Da 12 meses a operadores privados para cumplir con determinadas obligaciones en materia de obligaciones en materia de 

recambiosrecambios
Puede obligar con ordenes ejecutivas tras 12 mesesPuede obligar con ordenes ejecutivas tras 12 meses

-- SEC. 2. AMENDMENT TO THE FEDERAL POWER ACT. SEC. 2. AMENDMENT TO THE FEDERAL POWER ACT. 
(a) (a) CriticalCritical ElectricElectric InfrastructureInfrastructure SecuritySecurity..----PartPart II II ofof thethe Federal Federal PowerPower ActAct (16 (16 U.S.CU.S.C. 824 et . 824 et 

seqseq.) .) isis amendedamended by by addingadding afterafter sectionsection 215 215 thethe followingfollowing newnew sectionsection: : 
``SEC. 215A. CRITICAL ELECTRIC INFRASTRUCTURE SECURITY. ``SEC. 215A. CRITICAL ELECTRIC INFRASTRUCTURE SECURITY. 

``(4) GEOMAGNETIC STORMS.``(4) GEOMAGNETIC STORMS.----NotNot laterlater thanthan 1 1 yearyear afterafter thethe date date ofof enactmentenactment ofof thisthis sectionsection, , 
thethe CommissionCommission shallshall, , afterafter noticenotice andand anan opportunityopportunity forfor commentcomment andand afterafter consultationconsultation withwith
thethe SecretarySecretary andand otherother appropriateappropriate Federal agencies, Federal agencies, issueissue anan orderorder directingdirecting thethe ElectricElectric
ReliabilityReliability OrganizationOrganization toto submitsubmit toto thethe CommissionCommission forfor approvalapproval underunder sectionsection 215, 215, notnot laterlater
thanthan 1 1 yearyear afterafter thethe issuanceissuance ofof suchsuch orderorder, , reliabilityreliability standardsstandards adequateadequate toto protectprotect thethe bulkbulk--
powerpower systemsystem fromfrom anyany reasonablyreasonably foreseeableforeseeable geomagneticgeomagnetic stormstorm eventevent. . TheThe Commission'sCommission's
orderorder shallshall specifyspecify thethe naturenature andand magnitudemagnitude ofof thethe reasonablyreasonably foreseeableforeseeable eventsevents againstagainst whichwhich
suchsuch standardsstandards mustmust protectprotect. . SuchSuch standardsstandards shallshall appropriatelyappropriately balance balance thethe risksrisks toto thethe bulkbulk--
powerpower systemsystem associatedassociated withwith suchsuch eventsevents, , includingincluding anyany regional regional variationvariation in in suchsuch risksrisks, , andand thethe
costscosts ofof mitigatingmitigating suchsuch risksrisks. . 



-- ``(5) LARGE TRANSFORMER AVAILABILITY.``(5) LARGE TRANSFORMER AVAILABILITY.----NotNot laterlater thanthan 1 1 yearyear
afterafter thethe date date ofof enactmentenactment ofof thisthis sectionsection, , thethe CommissionCommission shallshall, , 
afterafter noticenotice andand anan opportunityopportunity forfor commentcomment andand afterafter consultationconsultation
withwith thethe SecretarySecretary andand otherother appropriateappropriate Federal agencies, Federal agencies, issueissue anan
orderorder directingdirecting thethe ElectricElectric ReliabilityReliability OrganizationOrganization toto submitsubmit toto thethe
CommissionCommission forfor approvalapproval underunder sectionsection 215, 215, notnot laterlater thanthan 1 1 yearyear
afterafter thethe issuanceissuance ofof suchsuch orderorder, , reliabilityreliability standardsstandards addressingaddressing
availabilityavailability ofof largelarge transformerstransformers. . SuchSuch standardsstandards shallshall requirerequire
entitiesentities thatthat ownown oror operateoperate largelarge transformerstransformers toto ensureensure, , 
individuallyindividually oror jointlyjointly, , adequateadequate availabilityavailability ofof largelarge transformerstransformers toto
promptlypromptly restorerestore thethe reliablereliable operationoperation ofof thethe bulkbulk--powerpower systemsystem in in 
thethe eventevent thatthat anyany suchsuch transformertransformer isis destroyeddestroyed oror disableddisabled as a as a 
resultresult ofof a a reasonablyreasonably foreseeableforeseeable physicalphysical oror otherother attackattack oror
geomagneticgeomagnetic stormstorm eventevent. . TheThe Commission'sCommission's orderorder shallshall specifyspecify thethe
naturenature andand magnitudemagnitude ofof thethe reasonablyreasonably foreseeableforeseeable attacksattacks oror
eventsevents thatthat shallshall provideprovide thethe basisbasis forfor suchsuch standardsstandards. . SuchSuch
standardsstandards shallshall----



(2) COMMISSION AUTHORITY.(2) COMMISSION AUTHORITY.----IfIf thethe CommissionCommission identifiesidentifies a a 
defensedefense criticalcritical electricelectric infrastructureinfrastructure vulnerabilityvulnerability thatthat thethe
CommissionCommission, in , in consultationconsultation withwith ownersowners andand operatorsoperators ofof anyany
facilityfacility oror facilitiesfacilities designateddesignated by by thethe PresidentPresident pursuantpursuant toto
paragraphparagraph (1), determines has (1), determines has notnot adequatelyadequately beenbeen addressedaddressed
throughthrough measuresmeasures undertakenundertaken by by ownersowners oror operatorsoperators ofof defensedefense
criticalcritical electricelectric infrastructureinfrastructure, , thethe CommissionCommission shallshall, , afterafter noticenotice andand
anan opportunityopportunity forfor commentcomment andand afterafter consultationconsultation withwith thethe
SecretarySecretary andand otherother appropriateappropriate Federal agencies, Federal agencies, promulgatepromulgate a a rulerule
oror issueissue anan orderorder requiringrequiring implementationimplementation, by , by anyany ownerowner oror
operatoroperator ofof defensedefense criticalcritical electricelectric infrastructureinfrastructure, , ofof measuresmeasures toto
protectprotect thethe defensedefense criticalcritical electricelectric infrastructureinfrastructure againstagainst suchsuch
vulnerabilityvulnerability. . TheThe CommissionCommission shallshall exemptexempt fromfrom anyany suchsuch rulerule oror
orderorder anyany specificspecific defensedefense criticalcritical electricelectric infrastructureinfrastructure thatthat thethe
CommissionCommission determines determines alreadyalready has has beenbeen adequatelyadequately protectedprotected
againstagainst thethe identifiedidentified vulnerabilityvulnerability. . TheThe CommissionCommission shallshall makemake anyany
suchsuch determinationdetermination in in consultationconsultation withwith thethe ownerowner oror operatoroperator ofof
thethe facilityfacility designateddesignated by by thethe PresidentPresident pursuantpursuant toto paragraphparagraph (1) (1) 
thatthat reliesrelies uponupon suchsuch defensedefense criticalcritical electricelectric infrastructureinfrastructure. . 



-- Comparativa de modificaciones operadas:Comparativa de modificaciones operadas:
-- httphttp://://bartlett.house.govbartlett.house.gov//NewsNews//DocumentPrint.aspx?DocumentIDDocumentPrint.aspx?DocumentID=202311=202311

SenadorSenador Bartlett : Bartlett : Bill Amended to Delete Threat to Electric Grid Bill Amended to Delete Threat to Electric Grid 
During Federal Government Alert of Solar StormDuring Federal Government Alert of Solar Storm
Congressman Roscoe Bartlett said, Congressman Roscoe Bartlett said, ““It is unfortunate that while It is unfortunate that while 
one part of the federal government was warning us of possible one part of the federal government was warning us of possible 
solar electromagnetic pulse (EMP) damage to our electric grid, asolar electromagnetic pulse (EMP) damage to our electric grid, a
key Senate Committee approved a bill to ignore this threat.key Senate Committee approved a bill to ignore this threat. ItIt’’s s 
particularly ironic since the Senate amended a bill, H.R. 5026, particularly ironic since the Senate amended a bill, H.R. 5026, 
approved unanimously by the House that would specifically approved unanimously by the House that would specifically 
protect the grid against solar EMP and other physical threats.protect the grid against solar EMP and other physical threats.””
((……))
httphttp://://bartlett.house.govbartlett.house.gov//NewsNews//DocumentSingle.aspx?DocumentIDDocumentSingle.aspx?DocumentID=202311=202311
AquAquíí su discurso integro durante su aprobacisu discurso integro durante su aprobacióón inicial en el Congreso Junio.n inicial en el Congreso Junio.
httphttp://://www.youtube.comwww.youtube.com//useruser//RepRoscoeBartlett#pRepRoscoeBartlett#p/a/u/0//a/u/0/gOuJLzO82DQgOuJLzO82DQ



Segunda ley americana presentada para su tramitaciSegunda ley americana presentada para su tramitacióón el 11 de febreron el 11 de febrero
de 2011de 2011

SecureSecure HighHigh--voltagevoltage InfrastructureInfrastructure forfor ElectricityElectricity fromfrom LethalLethal DamageDamage ActAct' ' oror thethe

`SHIELD `SHIELD ActAct''
`(c) `(c) MeasuresMeasures ToTo AddressAddress GridGrid SecuritySecurity VulnerabilitiesVulnerabilities--

`(1) COMMISSION AUTHORITY`(1) COMMISSION AUTHORITY-- IfIf thethe CommissionCommission, in , in consultationconsultation withwith appropriateappropriate Federal agencies, Federal agencies, identifiesidentifies a a gridgrid
securitysecurity vulnerabilityvulnerability thatthat thethe CommissionCommission determines has determines has notnot adequatelyadequately beenbeen addressedaddressed throughthrough a a reliabilityreliability
standardstandard developeddeveloped andand approvedapproved underunder sectionsection 215, 215, thethe CommissionCommission shallshall, , afterafter noticenotice andand opportunityopportunity forfor
commentcomment andand afterafter consultationconsultation withwith thethe SecretarySecretary, , otherother appropriateappropriate Federal agencies, Federal agencies, andand appropriateappropriate
governmentalgovernmental authoritiesauthorities in in CanadaCanada andand MexicoMexico, , promulgatepromulgate a a rulerule oror issueissue anan orderorder requiringrequiring implementationimplementation, by , by 
anyany ownerowner, , operatoroperator, , oror useruser ofof thethe bulkbulk--powerpower systemsystem in in thethe UnitedUnited StatesStates, , ofof measuresmeasures toto protectprotect thethe bulkbulk--
powerpower systemsystem againstagainst suchsuch vulnerabilityvulnerability. . AnyAny suchsuch rulerule oror orderorder shallshall includeinclude a a protectionprotection plan, plan, includingincluding
automatedautomated hardwarehardware--basedbased solutionssolutions. . BeforeBefore promulgatingpromulgating a a rulerule oror issuingissuing anan orderorder underunder thisthis paragraphparagraph, , thethe
CommissionCommission shallshall, , toto thethe extentextent practicable in practicable in lightlight ofof thethe urgencyurgency ofof thethe needneed forfor actionaction toto addressaddress thethe gridgrid
securitysecurity vulnerabilityvulnerability, , requestrequest andand considerconsider recommendationsrecommendations fromfrom thethe ElectricElectric ReliabilityReliability OrganizationOrganization regardingregarding
suchsuch rulerule oror orderorder. . TheThe CommissionCommission may may establishestablish anan appropriateappropriate deadlinedeadline forfor thethe submissionsubmission ofof suchsuch
recommendationsrecommendations. . 

`(2) RESCISSION`(2) RESCISSION-- TheThe CommissionCommission shallshall approveapprove a a reliabilityreliability standardstandard developeddeveloped underunder sectionsection 215 215 thatthat
addressesaddresses a a gridgrid securitysecurity vulnerabilityvulnerability thatthat isis thethe subjectsubject ofof a a rulerule oror orderorder underunder paragraphparagraph (1), (1), unlessunless thethe
CommissionCommission determines determines thatthat suchsuch reliabilityreliability standardstandard doesdoes notnot adequatelyadequately protectprotect againstagainst suchsuch vulnerabilityvulnerability oror
otherwiseotherwise doesdoes notnot satisfysatisfy thethe requirementsrequirements ofof sectionsection 215. 215. UponUpon suchsuch approvalapproval, , thethe CommissionCommission shallshall rescindrescind thethe
rulerule promulgatedpromulgated oror orderorder issuedissued underunder paragraphparagraph (1) (1) addressingaddressing suchsuch vulnerabilityvulnerability, , effectiveeffective uponupon thethe effectiveeffective
date date ofof thethe newlynewly approvedapproved reliabilityreliability standardstandard. . 

`(3) GEOMAGNETIC STORMS AND ELECTROMAGNETIC PULSE`(3) GEOMAGNETIC STORMS AND ELECTROMAGNETIC PULSE-- NotNot laterlater thanthan 6 6 monthsmonths afterafter thethe date date ofof
enactmentenactment ofof thisthis sectionsection, , thethe CommissionCommission shallshall, , afterafter noticenotice andand anan opportunityopportunity forfor commentcomment andand afterafter
consultationconsultation withwith thethe SecretarySecretary andand otherother appropriateappropriate Federal agencies, Federal agencies, issueissue anan orderorder directingdirecting thethe ElectricElectric
ReliabilityReliability OrganizationOrganization toto submitsubmit toto thethe CommissionCommission forfor approvalapproval underunder sectionsection 215, 215, notnot laterlater thanthan 6 6 monthsmonths afterafter
thethe issuanceissuance ofof suchsuch orderorder, , reliabilityreliability standardsstandards adequateadequate toto protectprotect thethe bulkbulk--powerpower systemsystem fromfrom anyany reasonablyreasonably
foreseeableforeseeable geomagneticgeomagnetic stormstorm oror electromagneticelectromagnetic pulse pulse eventevent. . TheThe Commission'sCommission's orderorder shallshall specifyspecify thethe naturenature
andand magnitudemagnitude ofof thethe reasonablyreasonably foreseeableforeseeable eventsevents againstagainst whichwhich suchsuch standardsstandards mustmust protectprotect. . SuchSuch standardsstandards
shallshall appropriatelyappropriately balance balance thethe risksrisks toto thethe bulkbulk--powerpower systemsystem associatedassociated withwith suchsuch eventsevents, , includingincluding anyany regional regional 
variationvariation in in suchsuch risksrisks, , andand thethe costscosts ofof mitigatingmitigating suchsuch risksrisks. . IfIf thethe CommissionCommission determines determines thatthat thethe reliabilityreliability
standardsstandards submittedsubmitted by by thethe ElectricElectric ReliabilityReliability OrganizationOrganization pursuantpursuant toto thisthis paragraphparagraph are are inadequateinadequate, , thethe
CommissionCommission shallshall promulgatepromulgate a a rulerule oror issueissue anan orderorder adequateadequate toto protectprotect thethe bulkbulk--powerpower systemsystem fromfrom
geomagneticgeomagnetic stormsstorms oror electromagneticelectromagnetic pulse as pulse as requiredrequired underunder paragraphparagraph (1). (1). 



`(4) LARGE TRANSFORMER AVAILABILITY`(4) LARGE TRANSFORMER AVAILABILITY-- NotNot laterlater thanthan 1 1 yearyear afterafter thethe date date ofof enactmentenactment ofof thisthis
sectionsection, , thethe CommissionCommission shallshall, , afterafter noticenotice andand anan opportunityopportunity forfor commentcomment andand afterafter consultationconsultation
withwith thethe SecretarySecretary andand otherother appropriateappropriate Federal agencies, Federal agencies, issueissue anan orderorder directingdirecting thethe ElectricElectric
ReliabilityReliability OrganizationOrganization toto submitsubmit toto thethe CommissionCommission forfor approvalapproval underunder sectionsection 215, 215, notnot laterlater
thanthan 1 1 yearyear afterafter thethe issuanceissuance ofof suchsuch orderorder, , reliabilityreliability standardsstandards addressingaddressing availabilityavailability ofof largelarge
transformerstransformers. . SuchSuch standardsstandards shallshall requirerequire entitiesentities thatthat ownown oror operateoperate largelarge transformerstransformers toto
ensureensure, , individuallyindividually oror jointlyjointly, , adequateadequate availabilityavailability ofof largelarge transformerstransformers toto promptlypromptly restorerestore thethe
reliablereliable operationoperation ofof thethe bulkbulk--powerpower systemsystem in in thethe eventevent thatthat anyany suchsuch transformertransformer isis destroyeddestroyed
oror disableddisabled as a as a resultresult ofof a a geomagneticgeomagnetic stormstorm eventevent oror electromagneticelectromagnetic pulse pulse eventevent. . TheThe
Commission'sCommission's orderorder shallshall specifyspecify thethe naturenature andand magnitudemagnitude ofof thethe reasonablyreasonably foreseeableforeseeable eventsevents
thatthat shallshall provideprovide thethe basisbasis forfor suchsuch standardsstandards. . SuchSuch standardsstandards shallshall----
`(A) `(A) provideprovide entitiesentities subjectsubject toto thethe standardsstandards withwith thethe optionoption ofof meeting meeting suchsuch standardsstandards
individuallyindividually oror jointlyjointly; ; andand
`(B) `(B) appropriatelyappropriately balance balance thethe risksrisks associatedassociated withwith a a reasonablyreasonably foreseeableforeseeable eventevent, , includingincluding anyany
regional regional variationvariation in in suchsuch risksrisks, , andand thethe costscosts ofof ensuringensuring adequateadequate availabilityavailability ofof sparespare
transformerstransformers. . 
((……))
`(2) COMMISSION AUTHORITY`(2) COMMISSION AUTHORITY-- IfIf thethe CommissionCommission identifiesidentifies a a defensedefense criticalcritical electricelectric
infrastructureinfrastructure vulnerabilityvulnerability thatthat thethe CommissionCommission, in , in consultationconsultation withwith ownersowners andand operatorsoperators ofof anyany
facilityfacility oror facilitiesfacilities designateddesignated by by thethe PresidentPresident pursuantpursuant toto paragraphparagraph (1), determines has (1), determines has notnot
adequatelyadequately beenbeen addressedaddressed throughthrough measuresmeasures undertakenundertaken by by ownersowners oror operatorsoperators ofof defensedefense
criticalcritical electricelectric infrastructureinfrastructure, , thethe CommissionCommission shallshall, , afterafter noticenotice andand anan opportunityopportunity forfor commentcomment
andand afterafter consultationconsultation withwith thethe SecretarySecretary andand otherother appropriateappropriate Federal agencies, Federal agencies, promulgatepromulgate a a 
rulerule oror issueissue anan orderorder requiringrequiring implementationimplementation, by , by anyany ownerowner oror operatoroperator ofof defensedefense criticalcritical
electricelectric infrastructureinfrastructure, , ofof measuresmeasures toto protectprotect thethe defensedefense criticalcritical electricelectric infrastructureinfrastructure againstagainst
suchsuch vulnerabilityvulnerability. . TheThe CommissionCommission shallshall exemptexempt fromfrom anyany suchsuch rulerule oror orderorder anyany specificspecific defensedefense
criticalcritical electricelectric infrastructureinfrastructure thatthat thethe CommissionCommission determines determines alreadyalready has has beenbeen adequatelyadequately
protectedprotected againstagainst thethe identifiedidentified vulnerabilityvulnerability. . TheThe CommissionCommission shallshall makemake anyany suchsuch determinationdetermination
in in consultationconsultation withwith thethe ownerowner oror operatoroperator ofof thethe facilityfacility designateddesignated by by thethe PresidentPresident pursuantpursuant toto
paragraphparagraph (1) (1) thatthat reliesrelies uponupon suchsuch defensedefense criticalcritical electricelectric infrastructureinfrastructure. . 
`(3) COST RECOVERY`(3) COST RECOVERY-- AnAn ownerowner oror operatoroperator ofof defensedefense criticalcritical electricelectric infrastructureinfrastructure shallshall be be 
requiredrequired toto taketake measuresmeasures underunder paragraphparagraph (2) (2) onlyonly toto thethe extentextent thatthat thethe ownersowners oror operatorsoperators ofof
a a facilityfacility oror facilitiesfacilities designateddesignated by by thethe PresidentPresident pursuantpursuant toto paragraphparagraph (1) (1) thatthat relyrely uponupon suchsuch
infrastructureinfrastructure agreeagree toto bearbear thethe full incremental full incremental costscosts ofof compliancecompliance withwith a a rulerule promulgatedpromulgated oror
orderorder issuedissued underunder paragraphparagraph (2). (2). 



Solar pulses' threats to power grid prompt legislationSolar pulses' threats to power grid prompt legislation
((……))

The bill makes the ominous case that "contemporary U.S. society The bill makes the ominous case that "contemporary U.S. society is not structured, nor does it is not structured, nor does it 
have the means, to provide for the needs of nearly 300 million Ahave the means, to provide for the needs of nearly 300 million Americans without electricity."mericans without electricity."
The legislation, which also addresses the threat of such a pulseThe legislation, which also addresses the threat of such a pulse event set off by terrorists, would event set off by terrorists, would 
require largerequire large--transformer operators to have available replacements "to promptltransformer operators to have available replacements "to promptly restore the y restore the 
reliable operation of the bulkreliable operation of the bulk--power system."power system."
Beyond the loss of power, grid failure could have another soberiBeyond the loss of power, grid failure could have another sobering consequence: the release of ng consequence: the release of 
deadly radiation. Thomas deadly radiation. Thomas PopikPopik and his colleagues at the New Hampshireand his colleagues at the New Hampshire--based Foundation for based Foundation for 
Resilient Societies say if the country's 104 nuclear power plantResilient Societies say if the country's 104 nuclear power plants lost connection to the power grid, s lost connection to the power grid, 
cooling pools in which spent fuel rods are stored could boil ovecooling pools in which spent fuel rods are stored could boil over, exposing the hot, zirconiumr, exposing the hot, zirconium--clad clad 
rods and sparking fires that would release radiation.rods and sparking fires that would release radiation.
Nuclear power plants are required to have backNuclear power plants are required to have back--up alternatives, such as diesel generators, and to up alternatives, such as diesel generators, and to 
be able to operate their safety systems off the grid for at leasbe able to operate their safety systems off the grid for at least 30 days.t 30 days.
That's not long enough, That's not long enough, PopikPopik says. He and the foundation filed a petition with the Nuclear says. He and the foundation filed a petition with the Nuclear 
Regulatory Commission earlier this month proposing regulations tRegulatory Commission earlier this month proposing regulations that would require backup safety hat would require backup safety 
procedures so spent fuels could operate unattended until grid poprocedures so spent fuels could operate unattended until grid power was restored.wer was restored.
A report last October from the Oak Ridge National Laboratory in A report last October from the Oak Ridge National Laboratory in Tennessee suggested excess Tennessee suggested excess 
heat from surging currents caused by solar flares could damage hheat from surging currents caused by solar flares could damage highigh--voltage transformers and voltage transformers and 
bring down the grid east of the Mississippi and in the Pacific Nbring down the grid east of the Mississippi and in the Pacific Northwest. Replacing the orthwest. Replacing the 
transformers could take up to two years.transformers could take up to two years.
"If large transformers were to become damaged, the major cities "If large transformers were to become damaged, the major cities would become uninhabitable would become uninhabitable 
and the United States would not be able to support its current pand the United States would not be able to support its current population," opulation," PopikPopik said last week.said last week.
((……))

httphttp://://www.independentmail.comwww.independentmail.com//newsnews/2011/feb/26/solar/2011/feb/26/solar--pulsespulses--threatsthreats--powerpower--
gridgrid--promptprompt--legislationlegislation//



El sistema Europeo derivado de la DirectivaEl sistema Europeo derivado de la Directiva-- La ley espaLa ley españñola 16 marzo 2011ola 16 marzo 2011

Directiva 2008/114, del Consejo, de 8 de
diciembre, sobre la identificación y designación 
de Infraestructuras Críticas Europeas y la 
evaluación de la necesidad de mejorar su 
protección (en adelante, Directiva 2008/114/CE)

Proyecto de Ley por la que se establecen 
medidas para la protección de las 
infraestructuras críticas. 16 de marzo de 16 de marzo de 
2011.Aprobada.2011.Aprobada.



II. SII. Sííntesis de la estructura del enfoque y medidas ante el ntesis de la estructura del enfoque y medidas ante el 
riesgo natural riesgo natural ““tormenta solartormenta solar””, seg, segúún lo ya expuesto.n lo ya expuesto.

Escaso grado de atenciEscaso grado de atencióón n priorizacipriorizacióónn de esta cuestide esta cuestióón  por parte de n  por parte de 
numerosos panumerosos paííses desarrollados.ses desarrollados.
Incluso cuando se presta atenciIncluso cuando se presta atencióón  todo ello se suele priorizar el n  todo ello se suele priorizar el 
monitorizajemonitorizaje con una paradcon una paradóójica falta de desarrollo de qujica falta de desarrollo de quéé y cy cóómo mo 
hacer a partir de la deteccihacer a partir de la deteccióón (paradn (paradóójico Canadjico Canadáá).).
Ausencia de un enfoque multidisciplinar que aborde a los distintAusencia de un enfoque multidisciplinar que aborde a los distintos os 
sectores implicados (excepcisectores implicados (excepcióón el nuevo Consejo Cientn el nuevo Consejo Cientíífico Asesor fico Asesor 
britbritáánico especnico especíífico en caso de emergencia y el que acaba de crearfico en caso de emergencia y el que acaba de crear--
reformar, a modo de asesoramiento presidencial, el Presidente reformar, a modo de asesoramiento presidencial, el Presidente 
ObamaObama Orden Presidencial Ejecutiva.Orden Presidencial Ejecutiva.
Irrumpe en escena la paralela consideraciIrrumpe en escena la paralela consideracióón de efectos EMP n de efectos EMP 
maliciosos fruto de guerra o ataque terrorista.maliciosos fruto de guerra o ataque terrorista.



III. Avance de conclusiones para un nueva estrategia espaIII. Avance de conclusiones para un nueva estrategia españñola ola 
por armar ante los riesgos naturales del clima espacial.por armar ante los riesgos naturales del clima espacial.

1. Estructura nacional integrada. Multidisciplinar. Pero integra1. Estructura nacional integrada. Multidisciplinar. Pero integrar/coordinar tambir/coordinar tambiéén agentes n agentes 
privados/Estatales (autonprivados/Estatales (autonóómicos)/cooperacimicos)/cooperacióón internacional (nueva leyn internacional (nueva ley--Directiva Europea obliga a Directiva Europea obliga a 
operadores croperadores crííticos)ticos)--Actual Centro de Infraestructuras CrActual Centro de Infraestructuras Crííticas de la nueva ley espaticas de la nueva ley españñola.ola.

2. Triple objetivo: 2. Triple objetivo: 
-- Permanente Permanente monitorizajemonitorizaje clima espacial (red ISES+nuevo sistema clima espacial (red ISES+nuevo sistema WarningWarning Europeo) Europeo) 
-- CoordinaciCoordinacióón e impulso de la implementacin e impulso de la implementacióón medias prevencin medias prevencióón (Similar a la Comisin (Similar a la Comisióón de la n de la 
DefenseDefense ActAct de EEUU, con tales funciones)de EEUU, con tales funciones)

a) Centrales Nucleares, Plantas Qua) Centrales Nucleares, Plantas Quíímicas.micas.
b) Hospitales (atencib) Hospitales (atencióón a la refrigeracin a la refrigeracióón de vacunas, rotura de la cadena de frn de vacunas, rotura de la cadena de fríío). o). 

Pacientes internos (Informe ProtecciPacientes internos (Informe Proteccióón Civil Alemania)n Civil Alemania)
c) Prisionesc) Prisiones
d) Comunicacid) Comunicacióón y operatividad servicios de emergencia/bomberos y orden n y operatividad servicios de emergencia/bomberos y orden 

ppúúblico/seguridad nacional blico/seguridad nacional 
e) bombas de emergencia para bombeo de combustiblee) bombas de emergencia para bombeo de combustible
f) Alcantarillado (previsif) Alcantarillado (previsióón Proteccin Proteccióón Civil Alemana colapso de alcantarillados y, n Civil Alemana colapso de alcantarillados y, 

expresamente para Protecciexpresamente para Proteccióón Civil de Alemania, salida de aguas fecales a superficie en lasn Civil de Alemania, salida de aguas fecales a superficie en las
primeras 24 horas, corte de algunas calles bajas y pasos a nivelprimeras 24 horas, corte de algunas calles bajas y pasos a nivel, inicio de riesgo de epidemias), inicio de riesgo de epidemias)

f) Fallo casi inmediato (f) Fallo casi inmediato (““sofortigessofortiges”” de comunicacionesde comunicaciones
g) Fallo dentro de las primeras 8 horas, generalizado, de los sig) Fallo dentro de las primeras 8 horas, generalizado, de los sistemas de agua corriente a stemas de agua corriente a 

domicilio domicilio 
f) Comisif) Comisióón EMP de los EEUU: sector financiero, datos fiscalesn EMP de los EEUU: sector financiero, datos fiscales
g) Comisig) Comisióón EMP de los EEUU: fallo de los vehn EMP de los EEUU: fallo de los vehíículos de transporte.culos de transporte.



-- CoordinaciCoordinacióón medidas de alerta temprana inmediata a al conjunto de n medidas de alerta temprana inmediata a al conjunto de 
operadores croperadores crííticos privados, autoridades locales y autonticos privados, autoridades locales y autonóómicas, ejmicas, ejéército y rcito y 
fuerzas de seguridad fuerzas de seguridad 

3. Informaci3. Informacióón y educacin y educacióón clara y efectiva a la poblacin clara y efectiva a la poblacióón civil en los riesgos n civil en los riesgos 
derivados del clima espacial y las buenas prderivados del clima espacial y las buenas práácticas individuales, familiares, cticas individuales, familiares, 
comunitarias (pcomunitarias (páágina gina webweb oficial, oficial, etcetc). Informaci). Informacióón temprana a la n temprana a la 
ciudadanciudadaníía (suscripcia (suscripcióón de correo electrn de correo electróónico, aviso por nico, aviso por smssms teleftelefóónico nico 
como en Japcomo en Japóón, teln, telééfono de atencifono de atencióón, uso de redes sociales siguiendo n, uso de redes sociales siguiendo 
recomendaciones de recomendaciones de BoulderBoulder, , etcetc))

4. Impulso de mecanismos oficiales o 4. Impulso de mecanismos oficiales o ““extraoficialesextraoficiales””, ambos, de , ambos, de 
CooperaciCooperacióón internacional UEn internacional UE--EEUU/EIS EEUU/EIS CouncilCouncil/ONU/Viviendo con una /ONU/Viviendo con una 
Estrella. Muy en particular impulsar la implementaciEstrella. Muy en particular impulsar la implementacióón, con urgencia, de n, con urgencia, de 
medidas de cooperacimedidas de cooperacióón en el marco de las medidas previstas por la n en el marco de las medidas previstas por la 
Directiva Europea de Infraestructuras crDirectiva Europea de Infraestructuras crííticas en materia Nuclear.ticas en materia Nuclear.

5. Creaci5. Creacióón de un organismo especn de un organismo especíífico cientfico cientíífico y multidisciplinar de fico y multidisciplinar de 
asesoramiento a las autoridades. Paralela funciasesoramiento a las autoridades. Paralela funcióón de informacin de informacióón y n y 
formaciformacióón.n.





A James A James CameronCameron film? No, film? No, justjust Va. Va. preparingpreparing forfor solar solar 
stormsstorms
(...)(...)
TheThe NationalNational OceanicOceanic andand AtmosphericAtmospheric AdministrationAdministration isis providingproviding
background background forfor a a webinarwebinar onon MarchMarch 17 17 andand a a workshopworkshop in in RichmondRichmond
onon MarchMarch 28 28 aboutabout ejectionsejections ofof thethe solar corona. solar corona. TheThe training training willwill be be 
partpart ofof thisthis year'syear's Virginia Virginia EmergencyEmergency Response Team Response Team ExercisesExercises, , anan
annualannual mandatemandate fromfrom thethe General General AssemblyAssembly forfor thethe statestate toto examine examine 
responses responses toto a a widespreadwidespread powerpower outageoutage. . It'sIt's oneone ofof aboutabout 30 30 
training training eventsevents eacheach yearyear..
(...)(...)
httphttp://://hamptonroads.comhamptonroads.com/2011/02/james/2011/02/james--cameroncameron--filmfilm--nono--justjust--vava--
preparingpreparing--solarsolar--stormsstorms



PPáágg 88, 88, 
However, the flare that was suspected of However, the flare that was suspected of 
triggering the March 13, 1989 triggering the March 13, 1989 superstormsuperstorm was was 
only in the mid range of the X class, only in the mid range of the X class, and not close and not close 
to the most energetic events to the most energetic events observedobserved.What.What is is 
more relevant is the location of the eruption on the solar more relevant is the location of the eruption on the solar 
disk and the resulting disk and the resulting CMEsCMEs probable connection to the probable connection to the 
Earth. Earth. In particular, the large X22+ flare event of In particular, the large X22+ flare event of 
April 2, 2001, while ~30 times larger than the April 2, 2001, while ~30 times larger than the 
March 89 flare, was located at the far west limb of March 89 flare, was located at the far west limb of 
the Sun, and the resulting CME the Sun, and the resulting CME ejectaejecta was not was not 
EarthEarth--directed and only provided a small glancing directed and only provided a small glancing 
blow upon arrival at the Earth.blow upon arrival at the Earth.



LubchenkoLubchenko

AAAA
Washington.Washington.



El Partido Republicano de los EEUU tiene un Comité de Estudio que 

está analizando

esta amenaza dentro de las amenazas contra la 
seguridad nacional ¿el PP o el PSOE tienen algún grupo de trabajo sobre esto?.

http://rsc.jordan.house.gov/UploadedFiles/NSGW_030211_Update.pdf





IES LondresIES Londres
¿¿QuiQuiéénes?nes?
--karltonnkarltonn
SeulSeul
SenadoresSenadores…… ONG, pero medidas ONG, pero medidas 
internacionales,internacionales,
1er Londres1er Londres
22ºº Washington AbrilWashington Abril



LondresLondres

--JaponJapon KoreaKorea, Francia, Alemania, Francia, Alemania

ZurichZurich



SSííntesis de recomendacionesntesis de recomendaciones
Simulacro atlSimulacro atláántico de tormenta solar: ntico de tormenta solar: 
ComisiComisióón En E--NOAA: dar NOAA: dar infoinfo + formaci+ formacióón a n a 
la poblacila poblacióón, se llega utilizar usar redes n, se llega utilizar usar redes 
sociales para acercarse al psociales para acercarse al púúblico blico 
((facebookfacebook + + twitertwiter). En ello volver). En ello volveráán a n a 
incidir el asesor cientincidir el asesor cientíífico de fico de BarackBarack
ObamaObama y el del Gobierno brity el del Gobierno britáánico.nico.



Anexo Documental al InformeAnexo Documental al Informe

11--Informe de la Academia de Ciencias Americanas para la NASA.Informe de la Academia de Ciencias Americanas para la NASA.
SevereSevere SpaceSpace WeatherWeather EventsEvents----UnderstandingUnderstanding SocietalSocietal andand EconomicEconomic ImpactsImpacts::
A A WorkshopWorkshop ReportReport
httphttp://books.nap.edu/catalog.php?record_id=12507://books.nap.edu/catalog.php?record_id=12507

22-- Informe aseguradora Informe aseguradora LLOYD`sLLOYD`s (uno de los tres mayores riesgos emergentes para 2011, incluido(uno de los tres mayores riesgos emergentes para 2011, incluido un inquietante capun inquietante capíítulo sobre riesgos de radiacitulo sobre riesgos de radiacióón n 
““onon thethe groundground””))
33--Informe aseguradora Informe aseguradora ZurichZurich
44--Informe OCDE Informe OCDE I(InformeI(Informe ““FutureFuture Global Global ShocksShocks””))
55--Informe OCDE II (Informe Informe OCDE II (Informe monogmonogááficofico ““GeomagneticGeomagnetic StormStorm))
66--Ley americana ILey americana I
77--Ley americana II (centrales nucleares)Ley americana II (centrales nucleares)
1919--BlackBlack out final out final reportreport (Apag(Apagóón de Canadn de Canadáá de 1989)de 1989)
88-- Informe EMP/GMD (Natural Informe EMP/GMD (Natural GeomagneticGeomagnetic DisturbanceDisturbance))
99-- Informe del Banco Federal de Atlanta sobre las repercusiones ecInforme del Banco Federal de Atlanta sobre las repercusiones econonóómicas (efectos psicolmicas (efectos psicolóógicos)gicos)
1010-- Foro empresas tormenta solar.Foro empresas tormenta solar.
1111--Informe ProtecciInforme Proteccióón Civil Alemanian Civil Alemania
1212--Trabajos de la Luftwaffe AlemanaTrabajos de la Luftwaffe Alemana
1313--Trabajos del Parlamento Europeo (preguntas I, II, y III)Trabajos del Parlamento Europeo (preguntas I, II, y III)
1414--Nuevo sistema de Nuevo sistema de warningwarning a ciudadanosa ciudadanos
1414-- Informe simulacro 2010 tormenta solar ComisiInforme simulacro 2010 tormenta solar Comisióón Europea, mn Europea, máás Suizas Suiza--NOAA.NOAA.
1515--ComisiComisióón parlamentaria Reino Unido.n parlamentaria Reino Unido.
1616--Informe ComisiInforme Comisióón Europea sobre el riesgo de radicacin Europea sobre el riesgo de radicacióónn
1717--Investigaciones de la Universidad de Investigaciones de la Universidad de StanfordStanford (efecto rayos UV (efecto rayos UV 
1818--Investigaciones de la Universidad de Investigaciones de la Universidad de CalsruheCalsruhe..
1919--Directiva Europea Infraestructuras CrDirectiva Europea Infraestructuras Crííticasticas
2020--Informe UE Infraestructuras CrInforme UE Infraestructuras Crííticas.ticas.
2020--Ley EspaLey Españñola Infraestructuras Crola Infraestructuras Crííticasticas
ProtecciProteccióón Civil Californian Civil California
2222--ManagingManaging CriticalCritical DisastersDisasters in in thethe TransatlanticTransatlantic DomainDomain -- TheThe Case Case ofof GeomagneticGeomagnetic StormStorm, , WorkshopWorkshop SummarySummary /FEMA/MSB/FEMA/MSB



Debilidades del enfoque.Debilidades del enfoque.

En general la propia OCDE en su anEn general la propia OCDE en su anáálisis se muestra crlisis se muestra críítica con la tica con la ausencia ausencia 
de estructuras de estructuras coordiandascoordiandas de gestide gestióón del riesgo de tormenta geomagnn del riesgo de tormenta geomagnéética tica 
en el plano nacional, salvo EEUUen el plano nacional, salvo EEUU
(p(páág. 41)g. 41)
El enfoque se ve adicionalmente debilitado al centrarse mEl enfoque se ve adicionalmente debilitado al centrarse máás en s en ““spacespace
weatherweather monitoringmonitoring andand predictionprediction servicesservices””, m, máás que un enfoque completo s que un enfoque completo 
e integrado de ane integrado de anáálisis/gestilisis/gestióón de riesgos.n de riesgos.
ratherrather thanthan fullfull--scopescope riskrisk analysisanalysis oror managementmanagement. . ¿¿QuQuéé se harse haráá si se si se 
detecta?detecta?

Nuevamente los EEUU serNuevamente los EEUU seráán la excepcin la excepcióón, con las dos leyes, la segunda n, con las dos leyes, la segunda 
especialmente mirada para la protecciespecialmente mirada para la proteccióón de las 106 Centrales Nucleares n de las 106 Centrales Nucleares 
americanas. (Informe OCDE, americanas. (Informe OCDE, IdemIdem).).
En Particular es la OCDE la que destaca la ausencia de tales estEn Particular es la OCDE la que destaca la ausencia de tales estructuras ructuras 
coordinadas de gesticoordinadas de gestióón del riesgo de tormenta solar en el seno de la UE:n del riesgo de tormenta solar en el seno de la UE:



-- ““spacespace weatherweather educationeducation forfor governmentgovernment leaders.Howeverleaders.However, , oneone participantparticipant remindedreminded thethe groupgroup thatthat in in bothboth thethe
U.SU.S. . andand EU, EU, leadersleaders andand theirstaffstheirstaffs changechange frequentlyfrequently throughthrough thethe electoral electoral processprocess. . ThereforeTherefore, , thethe participantsparticipants
suggestedsuggested thedevelopmentthedevelopment ofof educationaleducational mechanismsmechanisms thatthat leadersleaders andand staffersstaffers can can accessaccess whenwhen theythey arrivearrive in in 
officeoffice””. P. Páág. 15g. 15
--Enhancing Education and Public Messaging on Space Weather IncideEnhancing Education and Public Messaging on Space Weather Incidents Recommendations (nts Recommendations (PPáágg. . 
--Workshop participants agreed that the public also requires educaWorkshop participants agreed that the public also requires education on space weather, with particular focus on tion on space weather, with particular focus on 
the education of children, a method that has often shown promisithe education of children, a method that has often shown promising results.ng results.
--It is recommended that agencies utilize government education proIt is recommended that agencies utilize government education programs such as grams such as Ready.govReady.gov, the U.S. Citizen , the U.S. Citizen 
Corps, the Swedish Corps, the Swedish www.Skyddsnatet.sewww.Skyddsnatet.se as well as equivalent European programs, and other community as well as equivalent European programs, and other community 
preparedness initiatives to inform the public and other societalpreparedness initiatives to inform the public and other societal stakeholdersstakeholders about the potential impacts of space about the potential impacts of space 
weather, weather, and provide tips on how to prepare for, protect against, respondand provide tips on how to prepare for, protect against, respond to, and recover from the effects by to, and recover from the effects by 
developing family and community disaster plans with an emphasis developing family and community disaster plans with an emphasis on preparedness. This can also involve on preparedness. This can also involve 
providing resources such as web site links and contact informatiproviding resources such as web site links and contact information to the publicon to the public, so that they may conduct further , so that they may conduct further 
research on their own, if desired. research on their own, if desired. 
-- It is recommended that information released to the public It is recommended that information released to the public focuses on mitigating the effects of geomagnetic focuses on mitigating the effects of geomagnetic 
storms, rather than on what causes these stormsstorms, rather than on what causes these storms..
-- It is recommended that a centralized government point of contacIt is recommended that a centralized government point of contact for media and public inquiries be in place for t for media and public inquiries be in place for 
space weatherspace weather--related issues.related issues. This point of contact can encourage and facilitate communicatioThis point of contact can encourage and facilitate communication with the private n with the private 
sector on space weather issues, contingency plans, and recovery sector on space weather issues, contingency plans, and recovery procedures. procedures. 
Social media, such as Social media, such as FacebookFacebook and Twitter, should be employed along with videos and and Twitter, should be employed along with videos and podcastspodcasts on Government on Government 
web sites to educate the public on space weather and its impactsweb sites to educate the public on space weather and its impacts..
Effective communication and messaging to the public during and pEffective communication and messaging to the public during and postost--incident is equally important. The incident is equally important. The 
participants identified several opportunities for emergency manaparticipants identified several opportunities for emergency managers and local and national leaders to enhance gers and local and national leaders to enhance 
public communication during a geomagnetic stormpublic communication during a geomagnetic storm..



Electric Infrastructure Council (EIS) Summit Electric Infrastructure Council (EIS) Summit -- 11 April 11 April 
2011 2011 -- Washington DC (Rep Franks) Washington DC (Rep Franks) 
The first Electric Infrastructure Security (EIS) Summit The first Electric Infrastructure Security (EIS) Summit 
took place in London on September 20, 2010, in the U.K. took place in London on September 20, 2010, in the U.K. 
Parliament, Westminster Hall. As the first world summit Parliament, Westminster Hall. As the first world summit 
on infrastructure security, EISS London founded a new on infrastructure security, EISS London founded a new 
international security framework designed to foster international security framework designed to foster 
information sharing, discussion, coordination and information sharing, discussion, coordination and 
cooperation in assessing and protecting national cooperation in assessing and protecting national 
infrastructures against physical threats such as EMP and infrastructures against physical threats such as EMP and 
Severe Geomagnetic Storms. Severe Geomagnetic Storms. 
The second EIS Summit will take place in the Capitol The second EIS Summit will take place in the Capitol 
Building, Washington D.C. on April 11, 2011. To apply Building, Washington D.C. on April 11, 2011. To apply 
for registration for EISS Washington D.C.for registration for EISS Washington D.C.



NewNew NASA NASA studystudy: : ThereThere isis limitedlimited time time toto
upgradeupgrade nationalnational electricelectric gridsgrids toto avoidavoid solarsolar
flareflare--inducedinduced, global , global scalescale burnburn out.5out.5
BasedBased onon newnew researchresearch (NASA (NASA andand U.SU.S. . NationalNational AcademyAcademy ofof SciencesSciences),),
aboutabout once once perper centurycentury periodicperiodic solar solar activityactivity reachesreaches thethe extreme extreme levelslevels
thatthat lastlast occurredoccurred aboutabout 150 150 yearsyears ago, ago, bathingbathing thethe earthearth in a in a fieldfield ofof highhigh
energyenergy particlesparticles. . ThisThis causes a causes a severesevere geomagneticgeomagnetic stormstorm, , thatthat wouldwould burnburn
out out electricelectric gridsgrids, control , control systemssystems andand otherother electronicselectronics allall overover thethe planetplanet..
ModernModern societiessocieties dependdepend onon electronicselectronics andand thethe nationalnational powerpower gridgrid
forfor foodfood, , waterwater, , communicationcommunication, , transportationtransportation, medical , medical carecare, , securitysecurity,,
environmentalenvironmental qualityquality, , entertainmententertainment, , wastewaste managementmanagement, , economiceconomic activityactivity
andand sheltershelter. . JustJust as as wewe once, once, belatedlybelatedly, , beganbegan buildingbuilding firefire hydrantshydrants, , smokesmoke
detectorsdetectors, , emergencyemergency sprinklerssprinklers andand firefire extinguishersextinguishers intointo ourour homeshomes andand
businessesbusinesses, , todaytoday itit isis basicbasic prudenceprudence toto protectprotect thisthis newnew infrastructureinfrastructure..
In In previousprevious centuriescenturies, , unprotectedunprotected woodwood infrastructuresinfrastructures meantmeant severesevere riskrisk toto
homeshomes andand citiescities. In . In thethe 21st 21st centurycentury unprotectedunprotected, , interconnectedinterconnected electricalelectrical
infrastructuresinfrastructures representrepresent catastrophiccatastrophic riskrisk toto citiescities andand nationsnations..


